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Pabouas mporpamma coctaBieHa B COOTBETCTBUU C TpeOOBaHUAMU (eepaTIbHOTO
rOCy/IapCTBEHHOTO  OOpa3oBaTeNpHOTO  CTaHAApTa  BBICHIETO  0Opa3oBaHuS,
YTBEPKJIEHHOTO IprKa3oM MuHucrepcTBa oopa3zoBanus U Hayku PD ot 19 cenrsOps
2017 r. Ne 922

[Ipu pa3paboTke paboyeil mporpaMMbl yUUTHIBAIOTCS

« TpeOoBaHus paboTonareseii, mpodecCHOHaNbHBIX CTAaHAAPTOB M0 HANIPABICHUIO
/  crneumasibHOCTH  (mpu  Hajguwyuu) (1 oOmenpodecCHOHAIBHBIX U
npoecCHOHaNbHBIX TUCIUTUINH);

e COAECPKAHME TMPOrpaMM JUCHUUIUIMH, HW3Yy4YaeMbIX Ha MPEAbIAYyIINX U
MOCJEAYIONINX 3Tanax 00y4eHUs;

« HOBEHINIME TIOCTKCHHS B JAHHOM ITPEAMETHON 00JIacTH.

Pabouas nporpamma obcyxaeHa Ha 3acenanuu kapenpsl Unpopmatuku u UT.,
npotokon Ne 1 ot 28 aBrycra 2024 r.

Pabouas mporpamma ytBepxkieHa YMC ecTeCTBEHHOHAy4YHOTO (DaKybTeTa,
npotokos Ne 1 ot 29 aBrycra 2024 r.

PaGouas nporpamma yTBepskieHa Y YEHBIM COBETOM €CTECTBEHHOHAYYHOTO
dakynbTeTa, mpoTokoi Ne 1 ot 30 aBrycra 2024r.

3aBenyromuii kKadenpoi, K.3.H., TOIEHT j,%"’ JlemykoBuu A.M.

3am. npeacenarens YMC ¢akynbTeTa
K. (-M.H., TOTIEHT Xanmumos U.N.

PazpaboTtuuk, npenogaBaTeib %% Kapumos M.M.



Pacnucanue 3aHATHI TUCHUILIAHBI

AyauTOpPHBbIE 3aHATHS
D.N.0. IpakTHYecKue Hpuém MecTto padoThl
npenoaaBareast | Jlexumst | 3ausus (KCP, CPC npemnoaaBares
712a0.)

Hopkynos X.O | Ilarauna [Taraumna Cy66ota | PTCYVY, xadenpa
11.30- 08:00-9:30, 10:00-12:30] unHpOopMaTUKH U

12.50 09:40-11:10, NC, crapsrii
Kopmyc 2: 11:20-12:50 Kopryc, 216 xao.

Ayn.214

1. OEJA U 3AJAYHN U3YUYEHUS JUCHUITJINHBI
1.1.Ilesiu M3y4eHH s JUCHMILTAHBI

3a0XUTh METOJIMYECKU MPABUIBLHBIE OCHOBBI 3HAHHWHM MO HWH(OPMAIMOHHOM
oeszonacHoctu (MbB), HeoOXomuMble cCHeNHAINCTaM, 3aHUMAIOIIMMCS BOMPOCAMHU
MPOCKTUPOBAHMS, BHEIPECHUSI U AKCIUTyaTallMM KOPIOPATUBHBIX BBHIYUCIUTEIBHBIX U
unpopmarmonnsix cucreM (BC/HUC). JlucummivHa SBIsSE€TCS Ba)KHOM COCTABHOM
YacThl0 TEOPETHUYECKOW IMOJTOTOBKH CHEIHAINCTA MO MPUKIATHON HHPOPMATUKE U
3aHMMAaeT CYLIECTBEHHOE MECTO B ero Oyaymieil mpakTudeckoil aestenbHocTd. OHa
oOecrieynBaeT BO3MOXXHOCTH 3 deKTHBHON paboThl crmenuanucta B MWT-cmyxbax
MPEINPUITANA U TOCYJaPCTBEHHBIX YUPEKICHUM.

[IpenogaBanune aucuumaunbl «MHbDOopManoHnHas 0€30MacCHOCTBY HUMEET
cieayrone 6a30BbIe 3a/1a4Uu:

e JIaTh OYJIyIIUM CIEIHATUCTAM HEOOXOJMMBIC IS UX pabOThl TEOPETHUUECKUE
3HaHUS O COBPEMEHHBIX CPEJICTBAX, METOJAX M TEXHOJOTHUSX oOecreueHus
uHpopmarmonnon 6ezonacuoctu BC/UC;

e chopmMupoBaTh y CTYJACHTOB NMPAKTUYCCKHE HABBIKM OpraHU3alUd pPadOT IO
oOecreueHnt0 NHPOPMAITMOHHOM 0€30MTaCHOCTH Ha MPEPUITUSX.

1.2.3apaum n3y4yeHus1 TUCUMILIMHBI

3ajaun IUCUMIUIMHBI POPMYIHPYIOTCS B COOTBETCTBUU ¢ TpeboBaHusmMu OI'OC,

NpeabsIBIAEMbIE K KOMIIETCHIIMSIM oOyuwaromierocs. B pesynbrare OCBOEHUS
nucuumuinabl Ub hopmupyrotest onpeneneHHbIH Ha00p KOMIIETEHIIMN 00yYaroIerocs:



Kon dopmupyemasi Conepsxkanue 3tana popMuUpoBaHus dopma
KOMIIeTeHII A KOMIIeTeHIINH KOHTPOJIsA

[IK-3 | CnocobeH pematy | OITK-3.1. TectupoBaHue.
CTaHAapTHBIC 3HaTh NPUHLMIIBI, METOJBI U CPEJICTBA Kontpois
3aa4u pelLIeHus CTaHAAPTHBIX 3a1a4 CaMOCTOATCJIbH
npo(eCCHOHANBHOM npodecCHOHAIBHOI AeATeNbHOCTH Ha | OH paboThL.
JACATCIIbHOCTH HaA OCHOBE HHq)OpMaHHOHHOﬁ u OTyeTsl O
OCHOBE onborpaduIeCKoO KyJIbTYPHI C MIPAKTUICCKUM
MH(QOPMAIMOHHON | mpuMeHeHHeM HH(BOPMAIIHOHHO- pabotam.
u KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI U C KonrposbHas
oubmorpaduyecko y4ETOM OCHOBHBIX TpeOOBaHMIA paboTa. Y CTHBIH

U KYJIBTYPBI C
MIPUMEHEHUEM
MH(}OPMaAMOHHO-
KOMMYHUKAIIMOHHBI
X TEXHOJIOTUM U C
Y4€TOM OCHOBHBIX
TpeOOBaHUM
nH(OPMAITMOHHON
0e30MacHOCTH

UH(OPMAIMOHHOW O€301TaCHOCTH.
OIIK-3.2.

YMeThb pemnarh CTaHAapTHBIC 3a1a91
npodecCUOHAILHON JIeATEIbHOCTH Ha
OCHOBE MH(POPMAITMOHHOH U
oubmrorpaduIecKo KyJIbTYPHI C
npuMeHeHuEM NHHOPMAIIMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTHI H C
y4E€TOM OCHOBHBIX TpeOOBaHUI
UH(}OPMAIMOHHOW 0€30MaCHOCTH.
OIIK-3.3.

Baanerb HaBBIKAMU MTOATOTOBKH
0030pOB, aHHOTAIINI, COCTaBICHUS
pedepaToB, HAYYHBIX JOKJIAJIOB,
nyOnukanuii, u 6udnuorpaduu mo
HAy4YHO- MCCIIEIOBATEIBCKOM padoTe ¢
y4eToM TpeboBaHMit HHPOPMAITMOHHOM
0€30IMacHOCTH.

OTIpOoC.




OIIK- | Crocoben OIIK-4.1.3naTh OCHOBHEIE CTaHAApTH | TecTupoBanue.
4 y4acTBOBaTh B o(hopMIIeHHs] TEXHUYECKOH Kontpois
paspaboTke JOKYMEHTAIIMU Ha Pa3-JINYHBIX CaMOCTOSITEIIbH
CTaHAapPTOB, HOPM M | cTaaugX XU3HCHHOI'O ITUKJIA ou pa6OTI>I.
IPaBUJL, a TAKXKE UH()OPMAITMOHHON CUCTEMBI. OTt4eTsl 11O
TEXHUYECKOU OIIK-4.2.YMeThb IpUMEHATD [IPaKTUYECKUM
JAOKYMCHTAllMH, CTaHIApTH 0QOPMIICHHS TEXHUUECKOH | PadOTaM.
CBSI3AHHOM C JIOKYMEHTAILIMHA HA PA3JIUNYHBIX CTAUSIX Konrponphas
npo(ecCHOHANBHON | sKH3HEHHOIO UK MH(OPMALHOHHO paboTa. Y CTHBI
ACATCIIbHOCTBIO CUCTEMBI. OIIpoOC.
OIIK-4.3.BiaaieTh HaBBIKAMH
COCTaBJICHUS TEXHUYECKON
JOKYMEHTAILIMU HA Pa3IMYHbIX dTanax
KU3HEHHOTO [IUKJIA UHPOPMAIIMOHHOM
CUCTEMBL.
[1K-3 | CmocoOHOCTH [1K-3.1.3uaTh pe3ynbTaThl TectupoBaHue.
npoektupoBath UC | mpuMeHenus u peanusanuu Kontpons
0 BUJAAM COBPEMEHHBIX TEXHOJIOTUH B CaMOCTOSITENIbH
oOecrieueHus KOPHOPATUBHBIX HHPOPMALIMOHHBIX Oif paboTHI.
CUCTEMAX; 0COOCHHOCTH OTtyeTsl O
ucnonb3oBanusa KNC nis noanepKku | MpakKTUYECKUM
MIPUHSTHUS PEIICHUI;- TeOpeTHIecKre | paboTam.
BOIIPOCHI 3KOHOMHUKH - OCHOBHBIE KonTtponbHas

CBEJICHHUS O MPOIECCOPE ANEKTPOHHBIX
tabaui Excel.

[1K-3.2.¥YMeTh UCIIO/Ib30BaTh HABBLIKU
MEHEJ[)Kepa B MPOIECce yIpaBICHUS
IIPOEKTHOM I'PYNIION C
ncnoinr3oBanueM UKT; onennts
CYIIECTBYIOIINE HA MPEANPUITUIX
TEXHOJIOTUH 00pabOTKH
AKOHOMMYECKOHN MH(OpMaILIUK O
KPUTEPHUSIM YIKOHOMUYECKOM

a3 PekTUBHOCTH

[1K-3.3.Biagers HaBBIKAMU
MEHEeKepa B MPOoILIecce YIIpaBICHUS
IIPOEKTHOM I'PYIIION €
ncnonb3oBanuem UKT

paboTta. Y CTHBI
orpoc.




[1K-9

CriocoOHOCTB
OCYIIECTBIISATh
BeJcHUE 0a3bl

[1K-9.1.
3HaTh BU/IBL, TPABUJIA COCTABIICHUS U
CBOMCTBA QJITOPUTMOB; MOIYJISIPHBIE

CnocoOHOCTh
OCYIIECTBIISTh
BeaeHue 0a3bl

JTAQHHBIX U MH()OPMAIIMOHHO-TIOMCKOBBIE CUCTEMBI | JaHHBIX U
MOAJAEPKKY B WWW ux o6rmue 4epThl 1 MOAAEPKKY
WH(OPMAITMOHHOTO | 3aKOHOMEPHOCTH uH(OPMAITMOHH
obOecrieueHust I1K-9.2. oro
peIICHHUS YMeThb COCTaBIATh AITOPUTMBI obecrieueHus
MPUKIAAHBIX 337a4. | peIICHUS 3a/1a4 Pa3IMYHON CTPYKTYPBI | pEIICHUS
1 0(pOPMIISATH MX B COOTBETCTBUU C MIPUKIIATHBIX
CHHTAaKCHYECKUMU MPaBUJIAMH SI3bIKa | 3a/1ad.

nporpammupoBanus VisualBasic;
MIPOBOJIUTH AaHAIH3 JACATEIBHOCTH
MIPEANPUATHS U BBISABIIATh YIaCTKU
MIPOU3BO/ICTBA, HYK/IAIOIITUECS B
aBTOMAaTHU3allMH; CIIOCOOHOCTH
pa3pabaThiBaTh CPEACTBA PeATU3AINU
UH(OPMAIIMOHHBIX TEXHOJIOTHM
(MeToauyeckue, HHGOOPMAIMOHHBIE,
MaTeMaTU4YeCKHe, aJTOPUTMUIECCKHE,
TEXHUYECKUE U TPOTPAMMHBIC)
I1K-9.3.

Baagers MEeTOIUKOM
CTPYKTYPHUPOBaHHS HHPOPMAITMOHHBIX
pecypcoB MHTepHET;
TEPMHUHOJIOTUYECKHUM anmapaTom
TUCITUTUTHHBI

2.MECTO JUCIHUIIJIMHBI B CTPYKTYPE OOII

Kypc nmaer 6a30By0 OCHOBY il TIOHUMAaHUs, aHallu3a W OIEHKH OCHOBHBIX
npobiieM, cBsi3aHHBIX ¢ oOecnieueHueM Wb npeanpusarus u 3ammTor uHGOpMaALIUK, a
Takke pa3pabOTKON, BHEJIPEHUEM M COMPOBOXKICHHEM CPEICTB WH(GOPMAIIMOHHOU
3aIIUTHI.

Kypc moaroraBnuBaer BBITYCKHHKAa K pabOTe B COBPEMEHHON KOMITAHWH,
BHEJIPSIOLIEH, UCIOJIB3YIOMIEH WM pa3padaTblBarOIel MpOrpaMMHbBIE CpeAcTBa s
obecnieueHusi wuHpopManoHHONW Oe3omacHocTH. OHa  SABJISIETCS BapUATUBHOM
obsi3arenbHor auctumiuHor (b1.b.19), usywaercs B 5 cemectpe. Jlormyecku u
COJIEpKATEIbHO-METOINYECKH B3auMocBa3aHa ¢ aucuurmmimaamu OOIl, yka3aHHBIX B

tadin. 1:




Tabmuua 1.

Mecto
Ne Ha3Banue aucuMnJInHbI Cemectp JMCTHTLTIALE B
CTPYKTYpe
oon
1. | Mamemamuxka 1-2 51.0.07
2. | Juckpemnas mamemamuxa 1 51.0.08
3. | Teopus aneopummos 2 51.0.11
4. | Teopus eepoamuocmu u mamemamuieckas 5
cmamucmuka 51.0.09
5. | Onepayuonnvie cucmemvl 2 51.0.10
6. | Unpopmamuxa 1 51.0.05
1. | Ilpoepammuposanue 1-2 51.0.06
8. | IIpoexmuposanue unpopmayuonuvix cucmem 5 51.0.19
9. | bazwvl 0anHbix 3-4 51.0.15
10.| Boiuuciumenvuoie cucmemvl cemu u 3.4
meneKOMMYHUKaAYUU 51.0.16
11.| Ilpoepammuasn unsicenepust 4-5 b51.0.17
12.| IIpoepammno-annapamuuvie cpedcmaa
obecneyeHuss UHDHOPMAYUOHHOU OE30NACHOCMU 8 51.B./]B.06.02

HpI/I OCBOCHHNHU HaHHOﬁ AUCHUITIINHBI HGO6XOI[I/IMBI YMCHHA KW T'OTOBHOCTb

(«BXOJHBIEY» 3HAHMS) oOyyJarolerocs mo auciurnHaM 1-11, ykazannusix B Tabnuie 1.
Jucrmmumuael 12 w13 OTHOCATCS K TPYyIIE «BXOIHBIX» 3HAHUH, BMECTE C TEM

OTpeIeSICHHAs UX YacTh U3y4aeTCs MapajyiebHO ¢ JaHHOW JUCIUIIIMHON («BXOIHBIC-

ImapaJluICJIIbHBICY 3HaHI/I$I).

TGOpGTHqCCKHMI/I AUCHUINIMHAMHU W IIPpAKTHKaMH, JII KOTOPBIX OCBOCHHUC

JAHHOW TUCIHUIUIMHBI HEOOXO0IMMO KaK MpeIIecTByolee saBistorces:14-18.

3. CTPYKTYPA U COAEPKAHUE KYPCA, KPUTEPUU HAYUCJIIEHUSA
BAJIJIOB



O0bem gucnunaunbl «MHbOpMaronHast 6€30MaCHOCTE» COCTABIISIET 5 3aUeTHHIC
eaunulibl, Bcero 180 vaca, u3 koTophixX: jgekuuu — 18 yacos, npaktuueckue 3aHsaTus — 18
4yacoB, JlabopatopHbie paboThl — 18 yacoB, KCP — 18 yacoB, Bcero 4acoB ayJauTOPHOM
Harpy3ku - /2 4acoB, B TOM 4HcJie, B MHTEPaKTUBHOU (hopme 18 yacoB, camocTosTeIbHas
paboTa — 72 4yaca, KOHTPOJb — 36 YacoB.

DK3aMeH— 9-i1 ceMecTp

3.1 CrpyKkrypa M coaepkaHHe TEOPEeTHYECKOH YaCTH Kypca
Tema 1. O0uue Bonpocbl HHGOPpMANUOHHOM 0e30macHOCTH. OCHOBHBIE TTOHSITHUS U
oTpe/ieleHus, OTHOCSIIUECS K MH(POPMAIIMOHHON 0€30MacHOCTU: aTaKH, YSI3BUMOCTH,
MOJIUTHKA O€30MacHOCTH, MEXaHU3Mbl U CEPBUCHI 0OE30MaCHOCTH; KiacCU(pUKAIIs
aTaK; MOJICNIA CETEeBOM O€30MacCHOCTH U O€30MaCHOCTH HH(POPMAIIMOHHON CHUCTEMBI.
Tema 2. lllu¢psbl 3amMeHbI.
OcHoBHble TOHATUS U onpeneneHus. Ludpsr Llezaps, Buxenepa, Ilomubus,
I'poncdennna, Ilneitdep. JduckoBbie mmdparopsl. HcecnenoBanus IllenHoHa B
obnactu kpuntorpadpuu. He packpsiBaemocts mudpa Bepnama.
Tema 3. llu¢psbl nepecTaHOBKH.
OcHoBubie moHsATHS U omnpexaeneHus. [ludpp Cuurano. [Mudp wmapupyTHOI
nepectanoBku. [lludp BepTukanshoit nmepectaHoBku. lludp moBopoTHas pemérka
(Kapmano). [lludp nBoitHON nepecTaHOBKH
Tema 4. AcummerpuuHble cucTeMbl HMHU(QPOBAHUA (CHCTEMBI € OTKPBITHIM
KJII040M). [loHATHS OlHOHANpPaBIEHHONW (PYHKIIMU M OJHOHAINpPAaBICHHOW (YHKIUU C
na3zerikoil. @DYHKIMU AUCKPETHOrO JOrapupMHUpOBaHUS U OCHOBAHHbIE Ha HEWH
anroputmbl: cxema [uddu-Xennmana. [Hudp Mlamupa. Cxema Dnp-I'amans. Cxema
RSA: anroputm mudpoBanusi, ero 00paTUMOCTh, BOIIPOCHI CTOMKOCTH
Tema 5. DjemeHTHI Teopuu 4Yucea. ApudMeTrka OCTaTKOB U TEOpUS CPaBHEHHM.
Manas teopema depma. Hambomnpmmit obmuii nenutensb. OOOOIEHHBINM aaropuTM
EBknuna. MaBepcus o Moy m.
Tema 6. AJropurMbl CHMMETPUYHOIO wmMU@PpoBaHusA. OCHOBHBIE IOHATHS,
OTHOCSILIIMECS K aJIFOPUTMaM CHUMMETPUYHOTO MHUGPPOBaHUS: KoY MUdpOBaHUS,
plaintext, ciphertext. OmnpeneneHre CTOWKOCTH aJTrOpUTMa, THUIBI OMEpaIu,
UCIIOJIb3yeMble B alropurMax cuMMmerpudyHoro mudppoBanus. Cerb Deimnrens.
OcCHOBHBIC  TIOHSTUS ~ KPUNTOAHANW3a, JIMHCHHBIA W auddepeHnmnanbHbIin
kpuntoanaiui3. Cxema mudppoBanus anroputma DES. Pexumsl ucnionszoanusi DES.
Kpunrocroiikocts anroputma DES. YBennuenue kpunrocrovikoctu DES
Tema 7. Crangapt kpunrorpadguveckoii 3ammrtbl 21 Beka(AES). Anropurmsl
Rijndael 1 RC6. MaTematnueckre moHSATHSI, Jexalue B ocHoBe aiiroputma Rijndael.
Crpykrypa mmdpa. Ommcanue AES. Anroputm o0OpabGoTku Kioda. BapuaHTh
anropurma. KpuntocToMKOCTb.



Tema 8. Kpunrorpagusi ¢ HCHOJb30BaAHMEM JJIIMNTHYECKUX KPUBBIX.
MaremaTudeckue TMOHATHS, CBSI3aHHBIE C DJUIUNTHYECKUMH KPUBBIMHU, B YaCTHOCTH
3a/laya JUCKPETHOrO JIOTapu(PMUPOBAHMS HA JJUIMOTUYECKOW KpUBOM. AHaior
anroputma  ubdu - XemiMaHa Ha DJJUIMNTUYECKUX KPUBBIX, ajIropuUTMa
UG POBAHUS C OTKPHITHIM KIIFOUOM TMOJIyYaTelis Ha SJUIUITUYECKUX KPUBBIX.

3.2 CTpyKTypa M coJep:KaHMe NPAKTHYECKON YacTH Kypca

Cmpykmypa u cooeporcanue npaKmuieckol 4acmu Kypca eKuouaem 8 ceos memamuxy
U cooepacanue NPaKmuyeckux 3aHamul, cemMuHapos, 1abopamopHsix pabom.
[Tpaktrueckue 3anstus (18 gac.)

1. OcHOBHBIE TOHSTHS U OINIpeAesieHUs UHPOPMALIMOHHOM 0€30MacCHOCTHU: aTaKH,
ySI3BUMOCTH, MOJIUTUKA O€30MaCHOCTH, MEXaHU3MbI U CEPBHUCHI O€30MTaCHOCTH.
Knaccudukanus arak. Mogenu cereBoi 6€30MacHOCTH U 0€30MaCHOCTH
UH(OPMAITMOHHON CUCTEMBI.

2. Knmaccuueckas 3amadya kpuntorpaguu. YTrpo3sl CO CTOPOHBI 3I0YMBINIJICHHUKA U
YYaCTHHUKOB Mpouecca HH(HOPMAIMOHHOTO B3aUMOAECHCTBUS.

3. llIudpst 3ameHbI 1 IepecTaHOBKA. MOHO- M MHOTOAI(DaBUTHBIC TOJACTAHOBKHU
[Mudper Lezaps, Buxkenepa, Bepnama. Metos! nemmdpoBaHus.

4, Knaccudukaius MeTo10B JenudpoBanus. Moenb npeanoaaracMoro
npotuBHUKa. [TpaBuna Kepkxodda.

5. CosepieHHas cekpetHocTh 1o Lllennony. [Iprmepsl coBEpIIIEHHO CEKPETHBIX
cucreMm. llIudp Bepnama. [lonsatre 00 ynpaBieHUN KIIOYaMHU.

6. brmodHbBIe KPUTITOCUCTEMBI ¢ CEKpeTHBIM KitouoM. AnroputMm DES. Onmcanne
DES. OcHOBHBIE 3Tallbl aNTOPUTMA.

7. Cxema anroputma DES. Paynn anroputma. [IpeoGpa3zoBanue kiroua.

8. AnroputMm DES. [loacranoBka ¢ nomouisio S-610koB. Pacmmdposanue B DES.

9. Crangapr kpunrorpaduueckoit 3amuthl 21 Beka(AES). Anropurmsi Rijndael u
RC6. Martematudeckrie MOHATHS, JISKaIKe B OcHOBe airoputma Rijndael.
Crpykrypa mudpa.

JlabopaTtopHbie padoTthl (18 uac.)
1. Meron quddu- Xennmana.
. MaTtemaTruueckue MeTO bl 3alTUThl HH()OPMAIIUH.
. ATpuOyTHBHBIE CIOCOOBI MACHTU(DUKAIUKI. BUIBI MIIACTUKOBBIX KapT.
. Metop Ditnepa.
. Anroputm RSA. Maremaruueckasi Mmojieb anroputma. CTOWKOCTh aaropuTMa.
. Kpuntocucrema Onp-I"amans.
. OnHOHATpaBICHABIC (OTHOCTOPOHHUE) PYHKITUU C CEKPETOM U UX TIPUMCHCHHE.
. OcHoBbI KpunToaHaiusza. O030p BO3MOXKHBIX BapUAaHTOB KpUNTOaHaIU3a. Meroa

0O ~NOoO O b Wi

BCKPBITHUA «BCTPCYA IMOCCPCAHUHC). BCKpLITI/IC CO CJIOBApEM. BCKpI)ITI/Ie CHCTCMBI

Bwxunepa, ucnonssyromnieir mpocroi XOR. Merton OeckimtoueBoro ureHuss RSA.
9



ATtaka Ha moanuck RSA mo BeiOpanHoMy mudpoTekcTy. BekpoiTie Xam-gpyHkunii
C UCIIOJIb30BAHUEM MAPaJOKCa JHS POXKICHHUS.

9. KpI/IHTOCI/ICTeMBI Ha 3JUIMIITHYCCKHUX KPHUBBIX.

3.3 Ctpykrypa u coaep:xxanune KCP

1. O6mwue Bonpockl nH(popMaImoHHOM Oe30macHOCTH. OCHOBHBIE MOHATHUS U
onpenenenus. 3akonoaatenbctBo PO u PT B obmactu nndopmarmonHon
0€30IaCHOCTH.

2. Pa3paboTka aaropurMa u makeTa nporpamMmbl Mu(ppoBaHUS U
pacuudpoBaHHbIe MKU(Pa 3aMEHBI.

3. Pa3zpaboTka anropuTma u nakera nporpammsl udpoBaHus U
pacmm@poBaHHble MU pa MepecTaHOBKH.

4. Pa3paboTka anropuTMa U MakeTa MmporpamMmsbl mu@poBaHus U paciiupoBaHus
CUCTEMBI C OTKPBITHIM KIIFOUOM.

5. Pa3paboTka anropurMa u makeTa nporpammbl AJisl SJIEMEHTOB TEOPUU YHCEI.

6. Pa3paboTka anropuTma M MmakeTa MporpaMMbl mu(GpPOBaHUS U paciInppoBaHUs
mmdpa meroga DES

7. Pa3paboTka anropuTMma M makera mporpamMmsbl u@poBaHUs U paciii(poBaHUs
merona AES

8. PazpaboTka anropuTMma M makera mporpamMmbl Mu@poBaHUsS U paciiupoBaHus
anayora anroput™ma Jlubdu - XemnmaHa Ha IUTUNTHICCKAX KPUBBIX.

9. be3omnacHOCTh COBPEMEHHBIX CETEBBIX TEXHONOTHH. [locTpoeHne 3aluIIeHHbIX
BUPTYaIbHBIX ceTeil. CrocoObl CO3/IaHus 3aIUIICHHBIX BUPTYAIbHBIX KaHAJOB.
O0630p TPOTOKOJIOB.

Buabi yueoHoit
No padoThI, BKIKOYAS
; Pa3znen camocTosiTesibHYy0 | JluTeparyp
" JcuMIJINHBI padoTy CTYJ1€HTOB U a
i TPYA0EMKOCTb (B
yacax)
Jlek |IIp. |JIa6. |KCP
V cemecTtp

1. | Tema 1. O61mme Bonpochl 2 1,3,7

UH(POPMALMOHHOM 0€30MACHOCTH.

OCHOBHbIE TIOHSTUSI U OIpEACTICHHUS,

OTHOCsLIMECS K UHOOPMAIMOHHOU

0€30MacHOCTU: AaTaKu, YSI3BUMOCTH,

NOJUTHKA 0€30MacHOCTH, MEXaHU3MBI
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u CEPBUCHI 0e30macHOCTH;

KJ1accudukanus aTak; MOJEIH
CEeTEeBOM 0e30macHOCTH u
0e30macHOCTH WH(pOpMAITMOHHOM
CUCTEMBI.

JlabopaTopHasi padora

BrinonHeHue U mMoJAroToBKa K 3aliuTe
paboTsr 1

IIpakTHyeckoe 3aHsATHE

Tema 2. Illu¢pbl 3aMeHBI.
OCHOBHbIE MTOHATHS U ONPEICIICHMUS.
[Mudper Lezaps, Buxenepa,
[Tonubus, I'poncdenbnaa, [lneidep.
JluckoBble HUPPATOPBHI.
Uccaenosanus [llernona B o0i1actu
kpunrorpadun. He packpsiBaeMoCTb
mudpa Beprama.

JlaGopaTopHnas padora
IIpakTuyeckoe 3ansaTHE
['pyninoBbie KOHCYJbTAIIMU IO TEMaM

1-2

2,579

Tema 3. llIu¢psbl nepecTaHOBKH.
OCHOBHBbIE MTOHATHS U ONPEICIICHMUS.
Mudp Cuurano. Hudp mapmpyTHon
nepecranoBku. [lludp BepTukampHOM
nepectanoBku. [1Indp moBopoTHas
pemétka (Kapmano). [ludp aBoitnoi
MepeCTaHOBKHU

JlaGopaTopHasi padora
BoinonHeHne U MoAroToBKa K 3alluTe
paboThI 2

['pynoBbie KOHCYJbTAIMM IO TEME 3

1,3,6

Tema 4. AcuMMeTPUYHBIE CUCTEMbI
mudpoBanus (cucreMbl c
OTKPBITBIM  KJII04YOM). IlonsaTus
OJHOHAINPABICHHON  QYHKIUU U

OJTHOHANIPABJICHHOW  (yHKIMH  C

2,8,10

11




nazerkord. @OyHKIMM JAUCKPETHOIO
Jorapu(MUpOBaHUS U OCHOBAaHHbIE Ha
Hel anroputMmbl:  cxema Juddu-
Xennmana. [Iudp Hlamupa. Cxema
Onp-I'amansa. Cxema RSA: anroputm
mudpoBaHus, €ro  oOpaTUMOCTb,
BOIIPOCHI CTOUKOCTH

IIpakTuyeckoe 3ausiTHe
['pynmnoBsie KOHCYIbTAIMU O TeMe 4

Tema 5. DjieMeHTbI TEOPUM YK CEJL.
ApudmMeTrka 0CTaTKOB U TEOPHUSI
cpaBHeHul. Manas teopema depma.
HauGonpmmii 00muii qenuTens.
O6006menHsbIN anroputM EBkinjaa.
NHBepcus mo Mmoaysro m.
JlabopaTopHnasi padora

BrinonHeHne 1 NOArOTOBKA K 3aILIATE
paboTsl 3

['pynmoBble KOHCYJIbTAMU IO TeMaM

5

1,2,3,4

Tema 6. AJITOPUTMBI
CUMMETPUYHOIO mu@poBaHus.
OCHOBHBIE TIOHSTHS, OTHOCSIIMECA K
aNropuTMaM CUMMETPUYHOTO
muppoBaHUL: KIIOY  IMHUPPOBAHMUS,
plaintext, ciphertext. Omnpenencuaue

CTOMKOCTH ajaropuTMa, THTIBI
oneparum, UCIIOJIb3YEMBIE B
aNropuTMax CUMMETPHUYHOTO
mdpoBanus.  Cerb  Dedmrens.

OCHOBHbBIE TIOHATHS KPUIITOAHAIIN3A,
JUHEHHBIN u  auddepeHImaTbHbIHN
kpunroaHamm3. Cxema mmdpoBaHUs
anropuTMa DES. Pexumsbl
VCTIOJIb30BAHUS DES.
Kpunrocroiikocts anroputma DES.
YBenunuenue kpuntoctoikoctu DES
JlaGopaTopHnas padora

1,8,11
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BrinmonHenue v MoAroToBKa K 3aIiuTe
paboTe! 4
['pynmoBbie KOHCYNBTALIMU TIO TEME 6

7. | Tema 7. Cranpapr | 2 1,5,10
Kpunrorpapuyeckoi 3amurbl 21
Beka(AES). Aunropurmer Rijndael u
RC6. MaremaTuueckue IOHSTHS,

JeXalne B OCHOBE  alropuTMa 2
Rijndael. Crpykrypa mudpa.

Onucanue AES. Anroputm

00paboTKH KJIFOYa. BapuanTsr 2

anropurma. KpuntocTonKOCTb.
JlaGopaTopHnas padora
BrinonHenue v moJAroToBKa K 3aIluTe 2
paboThI 5
IIpakTHyeckoe 3aHsATHE

8. | Tema 8. Kpunrorpapus ¢ | 4 2,3,5,7
HCHOJb30BAHMEM  JJIIMITHYECKHUX
KpPUBBIX. MaTreMaTuyecKkue MOHATHSA,
CBSA3aHHBIE Cc AJUIMITUYECKUMHU
KpUBBIMH, B  YAaCTHOCTM  3a/ada
JUCKPETHOTO JlorapuMHUpOBaHUs Ha
DIUIMNTUYECKOM  KpUBOM.  AHajor
anroput™ma Judpdu -  Xemnmmana Ha 4
AIUIMNTUYECKUX KPHUBBIX, aITOPUTMa
mUPOBaHUS C OTKPBITHIM KITFOYOM
mojaydarenass  Ha  DJUIMNTHYECKHUX 4
KPUBBIX.
JlaGopaTopHasi padora 4
BrinonHeHne v MOArOTOBKA K 3aIlUTE
paboThI 5

['pynnoBble KOHCYJIbTAallMU II0 TEMaM

7-8

HUTOI'O:

nex.-18, mpak.-18, na6. — 18, KCP-18, CPC-| 18 | 18 | 18 | 18
108

BCEI'O-180

®opMbl KOHTPOJISI U KPUTEPHH HAYUCIeHHUs 0A/JIOB
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KOHTpOosib yCBOEHMS CTYAEHTOM KaXKJOW TEMbl OCYLIECTBISETCS B paMKax
OoambHO-pediTuHroBoi cucrembl (BPC), Bkitouaromedl Tekyumui, pyOekHbId u
UTOTOBbII KOHTPOJIb. CTy/IeHThl 1 KYpPCOB, 00yuaromuecs no KpeaAuTHO-PERTUHTOBOM
cucteMe 00yuYeHHUs, MOTYT MOJYYUTh MAaKCUMAJIbHO BO3MOXKHOE KOJIMYECTBO OAJIIOB -
300. 13 Hux Ha TeKymuii u pyOekHbIi KOHTpOoIb Beiaensercs 200 6amtoB uin 49% ot
O0IIero KOJINYECTBA.

Ha uToroBbIii KOHTPOJIL 3HAHUN CTYyACHTOB BhiAeseTcs 51% wmu 100 G6anos.
N3 Hux 16 6aisioB aAMUHUCTpALIMEN MOTYT OBbITh MPEACTABICHBI CTYJEHTY 3a 0COOBIC
3acayru (mpu3oBble MecTa B OnuMIInagax, KOHKypcax, CHOPTUBHBIX COPEBHOBAHMSIX,
BBINIOJIHEHUE CHEIUANbHBIX 3aJaHUl, aKTUBHOE ydacTHe B OOIECTBEHHOW >XU3HU
YHUBEPCHUTETA).

[Topsimok BeIcTaBiaeHUs OamnoB: 1-i pertunr (1-9 mwenens mo 11,5 6amnoB = 8
O6amoB agMuHUCTpaTUBHBIX, UTOoro 100 6amioB), 2-i peritunr (10-18 nenens mo 11,5
OamnoB = § 6aTOB aAMUHUCTPATUBHBIX, UTOTO 100 GamioB), UTOroBbIi KOHTPOIL 100
OaJLIIOB.

K npumepy, 3a Tekyuuii u 1-it pyOexHbIi KOHTpOJIb BbicTaBisieTcsa 100 Oamios:
JeKkioHHbIe 3aHaTus — 20 6amios, 3a npaktudeckue 3ansatus (KCP, maGopaTtopHbie) —
32 6amia, 3a CPC — 20 6amnoB, TpeboBanus BY3a — 20 GannoB, aAMUHUCTPATUBHBIC
Oael — 8 GaIoB.

B cnydae mpomycka CTYAEHTOM 3aHSITHH MO YBaXXWUTEIbHOW NpUYUHE (TpH
HaJMYUU MOATBEPKAAIOMIET0 JOKYMEHTA) B MEPUO aKaJEMUUECKON Heleld, JeKaHaT
dakynpreTa oOpaiaeTcsi K IpOpPEeKTOpy MO y4eOHOUM paboTe ¢ mpeacTaBieHUEM 00
OTpabOTKE CTYJECHTOM OallJloB 3a NPOMYIIEHHbIE JIHU MO KaXJI0M OTACIbHOU
JUCHUIUIMHE C MOCIEAYIOIUM BHECEHUEM UX B 3JIEKTPOHHBIN KypHaJ.

Htorosas ¢opma KOHTPOJISL O AUCIUILUIUHE (3a4ET, 3a4E€T C OLICHKOM, HK3aMEH)
MPOBOJUTCS Kak B (popMe TECTUPOBAHMS, TaK U B TPAAUIIMOHHON (YCTHOM) (opme.
TectoBast ¢dopma HUTOrOBOTO KOHTPOJIS IO JTUCHUIUIMHE TMpeayCMaTpuBaeT: st
€CTECTBCHHOHAYYHbIX HarpasieHuid — 10 TeCTOBBIX BOIMPOCOB HAa OJHOIO CTYJACHTA,
r1€ TpaBWIbHBIA OTBET omeHuBaercs B 10 OamioB, uisi TyMaHHUTapHBIX
HaIpaBJeHUI/CIeNUalbHOCTH — 25 TECTOBBIX BONPOCOB, I/I€ NPABWIbHBIA OTBET
onieHnBaeTcsi B 4 Oaina. TecTupoBaHuWe MPOBOAUTCS B DJIEKTPOHHOM BUJE, YCTHBIN
9K3aMEH Ha OyMa)XHOM HOCHTENIE€ C BBICTABJIEHUEM OILICHKM B BEAOMOCTH IO
aHAJIOTUYHON CUCTEME C TECTUPOBAHUEM.

Tabmuia 4.
AKTHBHOE AKTHBHOE CPC Aavunuct | baaa 3a
H y4yacTue Ha | yuactue Ha | Hamucanu | patuBHbIA | pyOe:xxkn | Beer
exeis .
JIEKIIUOHHBIX NMPAKTHYECK | € 0au 3a | bIH H| 0
3aHATHAX, 170.¢ pedepara, | IPUMEPHO | UTOTOBBI
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Bropoit 8 8 8 5 10 39
peidTHHT

NUTOTOBBIN KOHTPOJIb (3auer, 32a4eT ¢ OLIEHKOIi, YK3aMeH) 30 30
HUTOI'O: 15 15 15 5 20+30 100

4. YYEBHO-METO/IJMYECKOE OBECIIEYEHUE CAMOCTOSITEJILHOM
PABOTBI OBYYAIOHINXCA

1o AuctuIuiHe « CUCTEMBI AIEKTPOHHOTO IOKYyMEHTOO00pOTa)» BKIIOUAET B CEOsI:
TUIaH-TPaUK BBIMOHEHHUS CaMOCTOSITENTbHOM paOoThI MO JAWCIMIUIMHE, B TOM YHCTIC

1.

4,
4.1. Ilnan-rpa¢uk BHINMOJHEHUSI CAMOCTOSITEIbHON PAa0OThI 10 AU CIUIIHHE

MIPUMEPHBIE HOPMBI BPEMEHH HA BBITIOJIHEHHE 10 KAXKIOMY 33aHUIO;

XapaKTCpHUCTHUKA Sa,ZIaHI/Iﬁ A O6y‘IaI-0HII/IXC}I 151

CaMOCTOSITCJIbHOM pa6OTBI

MCTOANYICCKUC PCKOMCHIAIIUHN 110 UX BBIIIOJHCHHIO,

Y4eOHO-MeTOINYECKOE O00ECHeYeHHE CaMOCTOATENbHON pPadboThl 00yYarOIIMXCs

TpeOOBaHMS K MPEACTABICHUIO U O(DOPMIICHHUIO PE3yJIbTATOB CAMOCTOSITEIIbHON

paboTHI;

KPUTEPHHU OLICHKH BBIITOJIHEHHSI CAMOCTOATENBHONU padOTHI.

«HdopmanoHHas 0€301aCHOCTD)

Tabnuma 5.
Ne OoBeMm Bup dopma 1 BUJ dopma
/Il | CAMOCTOAITEJIbHOM | CAMOCTOAATEIbHON | CAMOCTOATEIbHOM KOHTPOJIA
padoThI B Hacax padoThI padoThI
1 6 Nzyuenue Koncrmexr, K/Omnpoc
TEOPETUUYECKHUX pedepat
MaTepuaoB Mo
TeMaM JISKIIMH,
YKa3aHHBIX B
pazaene 3
«Copnepxxanue u
CTPYKTypa
JTUCHUTUTUHBDY.
10 BrinosnHenue Otuer no Onpoc
2 WHMBUAYAJIbHBIX BBITIOJTHEHUIO

JIOMAITHUX 33/IaHUI JOMAITHUX
Y YIPAXXKHEHUUN 15 3amaHni
CaMOCTOATEIBHOU
paboThI 1O
pELIEHNUIO 3a/1a4
pa3IMYHBIMU
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MCTOOdaMHM.

10 Pa3paboTtka Peanuzauus na | CobGecenoBanue
aJIrOpUTMOB U I[I15BM
Iporpamm 1o
1a60paTOPHBIM
pabotam,
IPETYCMOTPEHHBIM
TUTAHOM.
8 CTBIKOBKA CETEBBIX Peammzamnmsa Ha CoOecenoBaHue
YCTPOMCTB U [I15BM
aHaJIN3.
8 Odopmiienue OdopmiteHHBIN K/ompoc
OTYETOB IO OTYET
71a060paTOPHBIM
paboTtam.
8 Pa3paboTka 610K Onpenenenue Ompoc
CXEMBI TPOTPAMMBIL. | YCTPOUCTB BBOJIA U
BBIBOJIA.
8 [ToaroroBka k Brinonxenue K/onpoc
3aIuTe IIPOBEPOYHOTO
J1a00paTOPHBIX 3aJIaHus
pabor.
8 3ammra otuéToB o | Perrenue 3amaun K/ompoc
1a60paTOPHBIM
paboTtam.
6 [Touck cepBepos, Peanmzamus Ha K/ompoc

IpUeM repeaad
nHpopMau

[I15BM

4.2 XapaxkrepucTuka
MeTOAuYeCKNe PEKOMEHIAUH 10 UX BbINOJIHEHUIO
JIns BBIMONHEHUs 3aJaHus, MPEXKJIE BCEro, HEOOXOIUMO O3HAKOMUTHCS U

OT/AEJIBHOM TETPAJIKE.

17

3aJaHUd 1A

CAMOCTOAITeJIbHOI  padoThl U

Omuem 0o/1dicer coodepaicams cliedyioujue pasoevl:

M3YyYUTh OCHOBHBIE MOJIOKEHUSI TEOPETUUECKUX MATEPHUATIOB COOTBETCTBYIOIIEH TEMBI
13 JIUTEPATYPHBIX UCTOUHUKOB. OHU yKa3zaHbl B pazneiie 3 «CoaepkaHue U CTpyKTypa
TUCUMIUIMHBDY. VHAMBUIyanbHBIE JOMAIIHUE 3a7aHus OepyTcs U3 J1abopaTOPHOTO
MPaKTUKyMa MO TUCHUIUINHE «CUCTEMBI AJIEKTPOHHOTO JOKYMEHTOOOOpOTa» aBTOpa
JIu . T. no BapuaHTy, 3aJaHHOMY NPENOAABATEIEM, U BBINOJHIIOTCA NUCHbMEHHO B




1. TutrynpHBIN TUCT;

2. IlocranoBKy 3anauu;

3. Onucanue nopsiAKa peuieHus 3a1a4u;

4. Pe3ynbTaThl BHIYUCICHUM.

Omuem no 1a60pamopHuIM padbomam OOAHCEH COOePHCAMDb.
TUTYybHBIN JIUCT;

Ienb paboTHI;

Kparkue TeopeTnyeckue CBEeICHHUS;

Onucanue NOCTaHOBKU 3aJ1auu U €€ MOPSJ0K BBIIIOTHEHNUS,
JIucTUHT TTporpaMMbl Ha OJTHOM U3 SI3bIKOB MPOrPaMMUPOBAHUS;
Pe3ynbTaThl BEIUUCICHUS U UX UHTEPIPETALUIO;

BriBos1BI 110 paboTe.

4.3. TpeGoBaHusi K TPEICTABJIECHUI0 U O(QPOPMJIEHHIO Pe3yJabTATOB

No o~ wh e

CaMOCTOSITEIbHOM PadoThI;

NunuBuayaibHble AOMAIIHUE 3aJaHus MO CaMOCTOSATENbHOW padoTe MOJKHBI
OBbITh BBITIOJIHEHBI B OTIENBHOW TeTpaake. B KaxXaom 3aJaHuUU JIOKHBI OBIThH
MIPUBEICHBI NTOCTAHOBKA 3aJayd M OIHCAaHa IOCIEI0BATEIbHOCTh €€ penieHus. B
KOHIIE PeIICHUs 3a]1a4i TIPUBOJISATCS PE3yJIbTaThl BHIMOJHEHHON PaOOTHI.

[Ipu BBITIOJIHEHUH CAMOCTOSATEIBHON PabOThl CTYIEHT JIOJDKEH MpPeIBAPUTEIHHO
W3YYUTh METOJNBI pEIICHHWs] 3a7a4 JIaHHOTO THWIIA W TPaBWIBHO BHIOpATh
COOTBETCTBYIOIIUI METOJ €€ PELICHUS.

[lo naGopaTopHbiM pabOTaM CTYJIEHTHl JOJDKHBI MPEACTABUTh OTYETHl B
COOTBETCTBUH C COJICP’KAaHHEM, TPUBEJICHHBIM B MyHKTE 4.2, KOTOPBIE OTKHBI ObITH
3alllMIIEHBl y TipenojaBarens. Ha 3amure nabopaTopHbIX paboT CTyJeHTaM 3aJlaeTcs
OIMH TEOPETHUYECKUH BOMNPOC M 3a]aya, KOTOPbIE OH JOJKEH CaMOCTOATENIBHO
MOATOTOBUTH U PEIIUT.

4.4. Kputepuu OlleHKH BHINOJHEHNSI CAMOCTOSITEIbHOI padoThl.

CamocrosiTenpbHas paboTa TPUBHBACT CTYJASHTAM HaBBIKHU pPabOTHI ¢
MCTOYHUKAMU U Y4yeOHOM IUTEepaTypoil, MOMOTraeT MOBBICUTh YPOBEHb 3HAHUM TIO
MPEIMETY, @ TAKKE CAMOCTOATENBHO AHAIU3UPOBATH U MPOCKTUPOBATH JIEKTPOHHBIE
JOKYMEHTBI IS CHCTEM DJJICKTPOHHOTO JIOKYMEHTOOOOpOTa, KOTOPBIE MOXKHO
MCIO0JIb30BaTh HA MPAKTHUKE.

OueHKa «OTJIMYHO» BBICTABIISIETCA CTYAEHTY, €CIIM WHIWMBHAYaJbHOE 3aJaHUE
BBITIOJIHEHO TIOJTHOCTBIO M TI0 JTAHHOM TeMe 3aluilieHa JabopaTopHas padora.

OrneHka «XOpOIIo» BBICTABISECTCS CTYICHTY, €clu JraboparopHas paboTta 1o
TEME WHIMBUIYAJIBHOTO 3aJaHUs 3alIMIICHA, a CaMO HWHAUBHUAYAJIBHOE 3a/JaHUE
BBITIOJIHEHO C OT/ICJIbHBIMU 3aMEYaHUSIMU.

OneHka «yJIOBJIETBOPUTEIHLHO» BBICTABISIETCA CTYACHTY, €clid jabopaTopHas

pa60Ta o0 TCMC HWHIAWBUAYAJIBHOI'O 3addHUA 3alllMIICHA, 4 CaMO HWHAWBHAYAJIbHOC
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3aJJaHU€ BBINOJIHEHO HE 10 KOHIIA, T.€. HE MOJIHOCTBIO.

O1eHKa «HEYIOBJIETBOPUTEIBLHO» BBICTABIISIETCS CTYJIEHTY, €CIIU JJaOopaTopHast
paboTa 1o TeMe WHAMBUIyaJbHOTO 3aJaHUsl HE 3allMILEHa, a CaMO WHJMBHIYyalbHOE
3aJJaHU€ BBINOJIHEHO HE /10 KOHIIA, T.€. HE MOJIHOCTBIO.

5. CHUCOK YUYEBHOM JJUTEPATYPHI U UHOOPMAIIMOHHO-
METOJNYECKOE OBECIHHEYEHUE JUCIHUIIJINHBI

B nannowm pasnene PII/] mpuBoauTcs nepedeHb OCHOBHOM JINTEPATYPHI
(yueOHuMKH, y4eOHble MOCOOWs, MOHOrpauu) | TEPEYeHb JIOMOJIHHUTEIBbHON
JUTEPATYPhl, B KOTOPBIN BKJIIOYAIOTCS U3JaHUS, PEKOMEHyeMbIe IJisl YIIIyOJIEHHOIO
u3ydeHus. B nepeueHb OCHOBHOM JIUTEpaTyphl AOKHBI BXOJUTh YUYEOHUKH, YUEOHbIE
nocobust 1 MoHorpauu, U3AaHHbIE B TE€UEHHUE MOCIEAHUX S5 JIET A TYMaHUTAPHBIX,
COLIMAJIBHBIX W OJKOHOMHYECKMX JucHHAIUIMH #u 10 Jjer 1and  TEeXHHUYECKHX,
MaTEMaTUYECKUX U €CTECTBEHHOHAYYHBIX JUCLUIUIMH.

He wmeHee Tpex HCTOYHHMKOB OCHOBHOM JMTEPATYphl, yKazaHHbIXx B PII/I,
JOJDKHBI OBITH JOCTYIHBI OOyYaroUMMCS B OJHOM WM HECKOJBKHX 3JIEKTPOHHO-
OMOMMOTEUHBIX CHUCTEMax (RJIEKTPOHHBIX OMOMMOTEKax), CGHOPMHUPOBAHHBIX Ha
OCHOBAHMM MPSAMBIX JOTOBOPHBIX OTHOIIEHWH € MpaBoodOiagaTensiMu. B naHHOM
cllydae HE0OXOIMMO IPUBECTU MOJHOE OMOIMOrpaduueckoe ONMCaHWe UCTOYHHUKA U
pabouyl0 THUIMEPCCHUIKY Ha COOTBETCTBYIOLIMN BJIEKTPOHHBIM pecypc. B cnucok
OCHOBHOM JUTEpaTyphl TakKe€ MOTyT OBITb BKJIIOYEHBI T[E€YaTHbIC U3JaHMUS,
umeromuecs B ¢pongax PTCY B konmyecTBe, NpeyCMOTPEHHOM COOTBETCTBYIOIIUM
dI'OC BO

5.1. OcHoBHas JUTEpaTypa

1. badenko, JI. K. Kpunrtorpapuueckas 3ammra uHGOpMaU[ DIEKTPOHHBIN
pecype]: cumMMmeTpuuHOe mHU(poOBaHHME : ydeOHOe TmocoOue i BY30B /
JI. K. babenko, E. A.HmykoBa. — MockBa: M3marensctBo IOpaiit, 2020. —
220 c. — URL.: http://biblio-online.ru/bcode/452871

2. BacunneBa, U. H. Kpunrtorpaduueckne MeToapl 3alIUTHl HHPOPMAIIHH | yISOHUK
u npaktukyM st By30B / U. H. BacunseBa. — Mocksa : U3narensctBo FHOpaidt,
2020. — 349 c. — URL.: http://biblio-online.ru/bcode/450998.

3. ®omnués, B. M. Kpunrorpapuueckue meroabl 3amuTbl UHGOpMaUK B 2 4.
Yacts 1. MaTeMaTuueckue acieKThl [ DJIEKTPOHHBIN pecypc]: YI4eOHUK i By30B /
B. M. ®omuuéB, JI. A. MenapHukoB; mnona peaakiued B. M. ®omuuéna. —
MockBa : MzmarenmsctBo  FOpaiit, 2020.— 209 c.— URL: http://biblio-
online.ru/bcode/450820.

4. ®omnués, B. M. Kpunrorpapuyeckue MeToAbl 3aliuThl MHpOpMamuu B 2 4.
Yacte 2. CucteMHble M TPUKIAIHBIE aCMEKThI[ DJIEKTPOHHBIA pecypc]: y4eOHUK

IS BY30B / B. M. ®omunués, J1. A. MeJbHUKOB ; o1 penaxkiuen
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B. M. ®omnuéBa. — MockBa : W3marensctBo FOpaiit, 2020.— 245c¢. —
(Bseicmiee oopaszoBanue). — URL: http://biblio-online.ru/bcode/451486.

.Jlock, A. b. Kpunrtorpadpuueckre MeTo sl 3auThl HHGOPMALIUU JJIS U3YUaIOIINX
KOMITBIOTEPHYI0 0€30MacHOCTh[ DJICKTPOHHBIH pecypc]: y4eOHUK Juisi By30B /
A. b. Jloce, A. lO. Hecrepenko, M. U. PoxkoB. — 2-¢ u3a., ucnp. — Mockaa :
N3narenscTBO FOpaiir, 2020. — 473 c. — URL.: http://biblio-
online.ru/bcode/450277 .

5.2. JlonoJiHUTEJIbHAS JINTEPATYPA

. HectepoB, C. A. UndopmanmonHass  0e30MacHOCTh[DNEKTPOHHBIA  pecypcl]:
yU4eOHUK W TPAKTUKYM IS CpPEAHEro NpoQecCHOHaIbHOrO oOpa3zoBaHus /
C. A. HectepoB. — Mocksa : W3marensctBo IOpaiit, 2019. — 321c. —
URL.: http://biblio-online.ru/bcode/442312 .

. HectepoB, C. A. UndopmanmonHas O€30MacHOCTh [DNEKTPOHHBIN pecypc]:
y4eOHUK W MPAKTUKYM JUJIs akajgemudeckoro OakanaBpuata/ C. A. HectepoB. —
Mocksa : M3garenbctBo Opaiit, 2019. — 321 ¢. — (YuuBepcutetsl Poccun). —
URL.: http://biblio-online.ru/bcode/434171.

. Kopxuk B.1. OcHoBbl kpuntorpadguu [DIeKTpOoHHBIN pecypc] : yueOHoe mocooue
/ B.1. Kopxuk, B.A. SIkoBrneB. — aeKkTpoH. TekcToBble naHHbie. — CIIO. :
NuTepmenus, 2017. — 312 C. — Pexum JOCTyma:
http://www.iprbookshop.ru/66798.html.

. [log6enbckuii, B. B. IIporpammupoBanue. bazoBbiii kypc CH[DneKTpOHHBIN
pecypc]:  yueOHUK 1isi cpeaHero mnpodeccruoHalbHOro oOpaszoBanus / B. B.
[logbenbckuit. — MockBa: W3parensctBo HOpaitt, 2019. — 369 c.—
URL: https://biblio-online.ru/bcode/445334.

. KyBmnos, J[. P. OcHOBBI nporpamMmMupoBanus [DJIEKTPOHHBIN pecypc]: ydeOHoe
nocobue ansa By3oB / JI. P. KysmmnoB. — Mocka: U3narensctBo FOpaiit, 2019.
— 104 ¢.— URL: https://biblio-online.ru/bcode/441475

. ®omuuéB, B. M. Kpunrorpaduyeckue MeTos1 3amuThl nHPOpMaruu B 2 4. YacTh
2. CuctemMHble W NPUKIAIHBIE ACHEKTHI[ DNEKTPOHHBIM pecypc]: y4eOHHK ISt
akajemudeckoro OakanaBpuata / B. M. ®omuuép, J[. A. MenbHHUKOB ; MOJ
penakuueir B. M. ®omunuéBa. — MockBa: U3narensctBo FOpaiit, 2019. — 245
c.— URL.: https://biblio-online.ru/bcode/434104

5.3HopMaTUBHO-TIPaBOBbIE MATEPHAJIBI (110 Mepe He0OX0AMMOCTH)
1. Konuenuus rocyaapcTBeHHOM HMHPOPMAIMOHHOW MOMUTHKKA PecrnyOnuku
Tamxukuctan ot 30 anpens 2008 roga Ne 451
2. 3akoH pecnyOnukn Tamxukuctan o O6ezonmacHocTH (Ax6opu Mamxmucu Onm
PecnyOnuku Tamxukuctan, 2011 r., Ne 6, cT. 434; 2014 1., Nel1, c1. 646; 3akon
PT ot 15.03.2016 ., Ne 1283)
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3. 3akon pecnyOnmukn TamKUKUCTaH O BHECEHWM [IOTIOJHEHUS B 3aKOH
pecniyonuku  TajxukuctaH "OO opraHax Hal[MOHaJIBHOM ©O€30MacHOCTH
pecnyOnuku Tamxukucran" ot 19 mapra 2018 rona, Ne1033

4, Poxmamo A. HcimamMm W HaumMoHaIbHOW O€30IMacHOCTH B TaKUKUCTAHE.
HNyman6e «Updon».2011.

5. Caitmmzona 3., CannoB @. TamkukucTtad: HHGOPMAIIMOHHBIN pecypc, BHEITHSS
MOJUTUKA, UMUK  rocynapctBa  .-Jymanbe: OO  «Urtumoor  Ba
myommmpar»,2008.C.3.

6. "O Konnenmuu uabopmarmonnoir 6e3onacHoctn PecryOommku Tamkukuctan"
ot 7 Hosi6pst 2003 rona.

7. 3akon Poccuiickoit ®Deneparmun ot 5 wmapra 1992 1. Ne 2446-1 "O
6e3omacHoctu"

8. ®enepanbubiii 3akoH OoT 27 wmromst 2006 t. Ne 149-®3 "OO6 wundbopmanmw,
WH(OPMAITMOHHBIX TEXHOJIOTHUSAX U O 3aIuTe U HHpopMarmn'"

9. ®enepanbubiii 3akoH oT 10 sHBaps 2002 r. Ne 1-®3 "OO >3neKTPOHHOM
uudpoBoii moanucu"

10.Vka3 Ilpesunenra Poccuiickoit ®@enepanuu ot 17 mapra 2008 1. Ne 351 "O
Mepax 1o oOecrnedeHuto UHOpMalMOHHOW Oe3omnacHoct  Poccuiickoi
denepanid TpU HUCIOJIB30BAaHUK MHGOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX
CeTell MEeXTyHAPOHOTO MH(POPMAIIMIOHHOTO 0OMeHa"

11.Vka3 Ilpesuaenta Poccuiickoit ®enepaunu ot 16 aBrycra 2004 r. Ne 1085
"Bompocsl ®enepanbHO CIyXkObl 1O TEXHUYECKOMY M SKCHOPTHOMY
KOHTPOJIIO"

12.Vka3 Ilpesunenra Poccuiickoit ®@enepanuu ot 6 mapra 1997 r. Ne 188 "O6
yTBepxaeHuu [lepeuns cBenennii KoHGUISHIIMAIBHOTO Xapakrepa"

13.Tloctanosnenue IlpaButenbctBa Poccuiickoit deneparuu ot 17 Hos6pst 2007 T.
No 781 "O6 yrBepxnaenun IlomoxkeHuss o0 oOecneyeHUn O€30MACHOCTH
MEPCOHAIBHBIX JIAHHBIX TMpPU UX 00paboTke B HHGOPMALMOHHBIX CHUCTEMAX

MEPCOHAIBHBIX JaHHBIX""

14.TTocranosnenue IlpaBurensctBa Poccuiickoit @enepanun ot 3 HOsO0ps 1994 .
No 1233 "O6 ytBepxaenuu IlosoxeHust o mopsigke oOparieHus co Ciay>keOHOM
nHpopMalelt OTrpaHUMUYCHHOTO PACIPOCTPAHCHHUS B (eaepalibHBIX OpraHax
WCIIOJIHUTEIbHOM BlacTu"

15.TToctanoBnenue IIpaButenscrBa Poccuiickoin denepanuu ot 26 uroHs 1995 r.
Ne 608 "O ceptudukanuu cpeacTB 3amuUTh HHGOopMauu'"

16.IToctanosnenue IlpaButennctBa Poccuiickoit @eneparnuu ot 26 saBaps 2006 T.
No 45 " O6 opranuzanuu JULEH3UPOBAHUSI OTJICTbHBIX BUIOB JEATEIHHOCTH"
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http://www.adlia.tj/show_doc.fwx?rgn=131629

17.1TocranoBnenue [IpaBurensctBa Poccuiickoit @enepanuu ot 15 aBrycra 2006 .
Noe 504 "O nuueH3UpOBaHMM JEATEIBHOCTA MO TEXHUYECKOW 3aluTe
KOH(}UIeHIHaTbHON HHpopMauu"
18.1Tocranosnenue IlpaBurenbctBa Poccuiickoit denepanun ot 31 aBrycra 2006 1.
Ne 532 "O nuueH3upoBaHUM JEATEIBHOCTH HO pa3paboTrke u  (WiM)
MPOU3BOJICTBY CPEACTB 3alTUTHI KOHPUACHIIMAIbHON HHOpMAITIn"
5.4 Ilepeyennb pecypcoB HH(POPMALNMOHHO-TEJIEKOMMYHUKAIITMOHHOM CETH
HNurepHer
B Oamnom  pazdene  npusooumcs — nepeueHb  pecypcos  UHDOPMAYUOHHO
MEeNeKOMMYHUKAYUOHHOU — cemu  «Mnmepnemy», HeoOX00umvlx 0Nl 0CBOEHUS
OUCYUNIUHDL, 68 6UOe HA38AHUS CaAumd, UHmepHem - nopmania u m.n. u padboueu
eunepccuiiku. He Odonyckaemcs pasmewenue pecypcog, cooepicawjux mamepuansl,
Hecoomeemcmeyoujue dMUUecKuM HOPMAM, 6 MoM yucie 8 gopmame OAHHEPO8 U
m.n.
1. Sun Microsystems, Inc. JDK 6 Documentation - Pexwum goctyma:
http://java.sun.com/javase/6/docs/www.osborne.com
https://habrahabr.ru
https://www.java.com/ru
www.ibm.com/developerworks/ru
https://info.javarush.ru/
https://students.uni-vologda.ac.ru
IlepeyeHb MHPOPMAMOHHBIX TEXHOJOTHMH U MIPOTPAMMHOI0 00ecneYeHus
Hcnonp3yrores nuiieH3noHHOe nporpammuoe odecriederrne OC Windows -7 u
nporpaMMHoe obecrieueHue oTKpbiToro gocryma (Open source) cpena NetBeans
(Eclipse).
7. METOANYECKHUE YKA3AHUSA 1O OCBOEHUIO JINUCHUITJINHBI
Cryaentsl, u3ydawmue kKypc «Hbopmarrionnass 6€30MacHOCTBY, TOJKHBI B

o 0k W

MEepByI0 00paTUTh BHUMAaHHWE Ha OOIIME TMOIXOJbI K pean3anuu WHHOPMAIMOHHON
0€30MacHOCTH COBPEMEHHOTO MPENNnpuaTHs. 371ech CIeAyeT o0paTuTh 0coboe
BHUMAaHHE Ha TO, YTO B TEPEXOIHBIA TEPHUOJ K TOCTPOCHHUIO HH(GOPMAIMOHHOTO
oOmiectBa HMH(POPMAIIMOHHBIE PECYpChl CTAaHOBATCS BOCTPEOYEMBIM TIPOJYKTOM,
UMEIOIINM BBICOKYIO MOTPEOUTENHCKYI0 IEeHHOCTh. OTClo/a ClenyeT OObhEKTHUBHAsS
HEOOXOJMMOCTh Pa3BUTHS MEp 3aluThl MHGoOpManuu U AaHHBIX. 11 cBOOOAHOMU
OpUEHTallMi B MH(GOPMAIIMOHHOM MPOCTPAHCTBE COBPEMEHHOrO0  OOIIeCcTBa
CHEIUAIKCT JTI000T0 PO JOJKEH YMETh MOJIydaTh, TPAaMOTHO 00pabaThiBaTh U
WCIOJIB30BaTh MH(POPMAIMIO C TOMOIIBIO CPEJCTB BBIYHCIUTEILHON TEXHUKH U
TEJICKOMMYHUKAIUN.

CTyaeHTbl JOJDKHBI 3HATh OOIIME TMOIXOIbl K TOCTPOCHUIO 3alUIICHHOM

HH(I)OpMaHHOHHOﬁ WM BBIYMCIUTEIBHOM CcHUCTeMbl. OCHOBHBIM MOMEHTOM JTOTO
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paszena cleqyeT CUMTaTh CUCTEMHBIN MOAX0A (POPMHUPOBAHUIO MOJIENIEH yTrpo3, 00mei
MoziesId MH(GOPMALIMOHHOM 3alIUThl, Moienu NoauTuku b u cTpyKkType 10KyMEHTOB
B cepe Ub coBpemenHoro mnpenmnpusatus. s kaxaoro Buaa yrpo3 HEOOXOAUMO
BBICTPAaMBaTh LENOYKY: <BUJ YIpO3bl> - <OLIEHKAa PHCKA pean3aluu> - <OLEHKA
JIOCTaTOYHOCTHU CPEJICTB 3aLIUTHI> - <KOMIIEHCAILIUsI BO3MOXHOTO yIepoa>.

CrTyneHThl JOJDKHBI 3HATh CTaHAapThl HMH(OpMAMOHHOW 0e30macHOCTH.
Passutne cemencTBa CTaHZApTOB CIIEAYET pPacCMAaTpUBaTh B KOHTEKCTE Pa3BUTHS
MH(OPMAIIMOHHBIX TEXHOJOTMH B 1enoM. Ilpu 3ToM 0coboe BHUMaHUE CleayeT
oOpaTUTh Ha IMOCTPOEHHUE CHCTEMbl OLEHKH PHUCKOB, KOTOpas SBJISETCS OJHOWU W3
OCHOBHBIX COCTABJAIOIINX OOIIEW CUCTEMBI O€30HaCHOCTH. 34€Ch HEOOXOIUMO
JIOCTaTOYHO TMOAPOOHO paccMaTpuBaTh COJEP)KAHUE COBPEMEHHBIX CTAaHJIApTOB
obecneuenuss b u nHpOpMamOHHBIX PUCKOB.

CryaeHTsl JODKHBI YMETh HCIIOJNB30BAaTh COBPEMEHHBIE TEXHOJIOTHMU H
UHCTPYMEHTHI HH(POPMAIIMOHHON 0€30MacHOCTH. BakHbIM aclIeKTOM SIBJISIETCA TO, UTO
BcaeAcTBUE ObIcTporo pa3BuTHs UT mOCTOSHHO M3MEHSIOTCS METOJbl U TEXHOJOTUU
paboThl ¢ HHPOPMALIMEH, TOSIBISIIOTCA CIOCOOBI TPOHUKHOBEHUS! B MH(DOPMALIMOHHBIE
CUCTEMBI NPEANPUATHSA, a TaKXKE BCE HOBBIC U HOBBIE CEMEWCTBAa BHPYCOB. BcE 37O
OPUBOJAUT K  HEOOXOJMMOCTH  IOCTOSIHHOTO  COBEPIICHCTBOBAHUS  3aAIUTHI
MH(POPMALMOHHON HMH(PACTPYKTypbl HPEINPUITHS U HEOOXOIUMOCTU MOCTPOEHUS
KOMITIEKCHOW nHpopmarmonHo# 3amuTsl [10.

OcHoBa ana u3ydeHus aucuuiuinHbl «MHbopmannonHas 0e30macHOCTBY -
KOHCIIEKTBl  JIEKIMI, pe3yJlbTaTbl JA0OPATOPHBIX 3aHATHUA UM  BBIIIOJHEHHbIE
CaMOCTOSATENbHbIE pa0OTHl CAMBIMU CTYI€HTAMHU.

Ha naGopaTopHbIX 3aHSATHUSAX C HKCIOJB30BAHUEM CPEICTB BBIYMCIUTEIHLHOMN
TEXHUKU CTYJICHTHI BBINOJHIIOT 3aJaHusl, MPEIyCMOTPEHHbIE [JIsi MPUOOpETeHUs
[IOJIb30BATEIIbCKUX  HABBIKOB, pPELIAIOT 3aJa4d  BBIYUCIUTEIBHOIO  Xapakrepa,
YCTaHAaBIMBAIOT M  HACTPauBalOT MPOrpaMMHBIE TMPOAYKTHI, pa3padaThIBAIOT
QITOPUTMBI M INPOTPAMMBI ISl PELICHUS NPUKIANHBIX 3a4a4, BBIIOJHSIOT THUIIOBBIE
pacuerbl. Bo BpeMs caMOCTOSITENbHOW pabOThl CTyJEHTa C IMpenojiaBaresieM
00CyX/1at0TCs MPOOJIEMHBIE JIEKINHU, PEIIAIOTCS CII0KHBIE aJITOPUTMBI.

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIIUIIVINHBI

Jlis peanuzanuu nucuuiinHel npu kadenpe nabpopmaruku 1 UC PTCY umerorcs
4 KOMITBIOTEPHBIX KJI1aCCOB 00€CIEUEHHBI JIEKTPOHHBIMU JOCKaMHU.
8. OLEHOYHBIE CPEACTBA JId TEKYWEI'O KOHTPOJIA
YCHEBAEMOCTH, MMPOMEXYTOYHOM ATTECTAIIMA 110 WUTOTrAM
OCBOEHUA JANCHUITIJIMHBI n YYEBHO-METOANYECKOE
OBECHEYEHUE CAMOCTOSTEJABHOM PABOTHI CTYJEHTOB

Dopma umozo6ou ammecmayuu’. IK3AMeH.
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Hrorosas cucreMa OLEHOK 10 KPeAUTHO-PEHTHUHIOBOM cucTEMe €
HCMO0JIb30BAHHEM OYKBEHHBIX CHMBOJIOB

Onenka no JInana3on YucaeHHoe OueHka 1Mo TpagMIUOHHOM
OYKBEGHHOH | COOTBETCTBYIOL | BbIPAKCHUE cucreme
cucremMe UX HA0OPHBIX OIIEHOYHOI'0
0aJL10B 0aJ1a
A 10 95-100 Ot
A- 9 90-94
B+ 8 85-89
B 7 80-84 Xopoiiio
B- 6 75-79
C+ 5 70-74
C 4 65-69
¢ 3 00-64 Y IOBIETBOPUTENBHO
D+ 2 55-59
D 1 50-54
Fx 0 45-49 HeynoBnerBoputenbsHO
F 0 0-44

Cooeporcanue  mekyweeo0  KOHMPOIs,  NPOMENCYMOUHOU — ammecmayuil,
UMo206020  KOHMPOAs — PACKPbIBAIOMCs 8  (oHOe  OUEHOUHBIX  CPeoCcms,
NPeOHA3HAUEeHHBIX OJIsL NPOBEPKU COOMBEMCMBUS YPOSHS NOO2OMOBKU NO OUCYUNTUHE
mpebosanusim @I'OC BO.

@OC no Ooucyuniune A6IAEMCA JO2UYECKUM NPOOOJIICEHUEeM pabouell
npoepammol yuedonou oucyuniunvl. @OC no oucyuniumne npuiaeaemcsi.
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