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1. EJIU U 3AJIAYA NU3YUYEHUS JUCHUIIJIMHBI
HMuctunuaa «Kpunrorpaduueckue meroas! 3ammutsl nHGopManmu (KM3U)» uzydaer-
cs ctyaeHTamu 4-ro xkypca Hanpasienus 09.03.03 «IIpuxnannas nuapopmaruka (ypoBeHb Oaka-
JIaBpUaTa)».

1.1. eau n3y4yeHHust AMCUUTLTHHBI

3aN0KUTh METOJAMYECKU MpaBUIbHBIE OCHOBBI 3HaHmit o KM3U, HeoOXxoaumele crie-
[UAIMCTaM, 3aHUMAIOIIUMCS BOIIPOCAMU MPOEKTUPOBAHUS, BHEAPEHUS U IKCIUTyaTalluu KOPIO-
PATUBHBIX BBIYUCIUTEIbHBIX W HHPOpManmoHHBIX cucteM (BC/MC). ducuumninuHa sBiIseTCs
Ba)KHOM COCTaBHOW YaCThIO TEOPETHUECKON MOATOTOBKU CIIELUATKCTA M0 MPUKIATHONW HH(DOP-
MaTHKE U 3aHMMAeT CYUIECTBEHHOE MECTO B ero Oynymieil mpakTudyeckoil nestenbHocTH. OHa
oOecrieunBaeT BO3MOXKHOCTh d(hdekTuBHOM padboThl cnenuanucta B UT-cioyx0ax npennpusatuid
Y TOCYTaPCTBEHHBIX YUPEKICHUH.

[IpenogaBanue aucuurnHbl «Kpunrorpadguyeckue MeTONbl 3alIUTH HHDOpPMALMM
UMeeT ClIeyIomre 0a30BbIe 3aauu:

e JaTh OyIyLIUM CIIEUAINCTaM HEOOXOIUMBbIe JJIsl UX PabOThl TEOPETUUECKHE 3HAHUS O
COBPEMEHHBIX CPEJICTBAX, METOJAX M TEXHOJOTUAX obecredeHus: MH()OPMAIMOHHON
6e3onacHoctu BC/UC;

e chopmupoBaTh y CTYICHTOB MPAKTUYECKUE HABBIKM OpPraHU3aluy padoT Mo odecrede-
HUIO0 HHPOPMALIMOHHON 06€3011aCHOCTH Ha MPEANPUATHUSX.

1.2. 3apaun u3ydeHusl AUCHUTLTIHHBI
3amaun AUCHUILTUHBL POPMYTUPYIOTCS B cooTBeTcTBHH C Tpeboanusmu OI'OC, mpemsb-
SBJSIEMBbIE K KOMIIETCHIIMSIM oOyuwatromierocsi. B pesynbrare ocBoeHus nucuurmuinabl KM3U
(bOopMUPYIOTCS OTIPEICIICHHBIN HA00Op KOMIIETCHIIUN 00yYarOIIerocs:
1) YHuBepca/ibHble KOMIETEHIIMH BHIMYCKHUKOB H HHIHKATOPbBI UX IOCTHKEHHS

Kon dopmupyemas Conep:xanue 3Tana popMupoBaHus dopMa KOH-
KOMIIeTEHIIUsl KOMIIETEeHIIHH TPOJIst
3HaTh: TpUHIUIB cOopa, orOopa u | YCTHBIH ompoc
C 5 0000meHns nHHOPMAIIMY, METOJAUKHU CH-
HOCOOCH OCY~ | cremmoro momxoma s pelIeHHs TIPo-
IMCCTBIATE - HOMCK, | ,00cpomanpHbIX 3a1a4.
KPUTUYCCKHI aHa- =
¥Ymern: mnpuHIUnel cbopa, orbopa u | YCTHBIM OIPOC
IM3 W CHHTE3 MH- | -
0000111eHUsT HHPOPMAIMH, METOIUKH CH-
VK-1 | dopmanuu, npume- m (opmau, :

CTCMHOI'0 IoAXOoJda JIA PCHICHHUA IIPO-

HATH  CHCTEMHBIHN
(heccroHaTBHBIX 33]1a4.

MOAXOA Jis pelie-
HUS IIOCTaBJICHHBIX
3a1a4

Baaneer: HaBpIKaMH HayYHOTO TIOMCKA U YCTHBIN OTPOC

NPaKTUYEeCKON paboThl ¢ MH(OPMAIOH-
HbIMU HMCTOYHUKAMH; METOJAMU IPHHS-
THsl pELICHUN

2) O6menpogeccHoHAIbHbIE KOMIIETEHIIMN BBINNYCKHUKOB M HHAWKATOPbI UX JOCTHIKE-

HUS

Kon | ®opmupyemas Coaeprxanue 3Tana popMupOBaHUS dopma KOH-
KOMIIeTEeHIIM S KOMIIETEHII U TPOJIs
CrocobeHn npuMe- | 3HATh: OCHOBBl MAaT€MAaTUKH, (U3HKH, YCTHBIi OTIpOC
HSTh €CTECTBEHHOHA- | BBIUMCIMTEIBHON TEXHUKH M IPOrpaM-
YYHBIC U OOIIEHH)Xe- | MUPOBAHHS.

OIIK- | HepHBIC 3HAHMS, Me- | Ymeer: pemaTh CTaHaapTHHIE podec- Occe

1 TOABI ~ MAaTEMATHYC- | cpoHaJbHBIE 3a/1a4U C IPUMEHEHUEM

CKOIr'o aHajln3a U MO- | ecTeCTBEHHOHAYYHBIX M OOIICHHKEHED-
ACIMPOBaHUsA, TEOPC- | HpIX 3HAHMI, METOIOB MAaTEMaTHUECKOTO
TUYCCKOTO W IKCHEC- | gHann3a U MOJIEITUPOBAHHS.
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PUMCHTAJIbHOTO  HC-
CIIC/IOBAaHUSI B TIPO-
(deccuonanpHOU Haesi-
TEIBHOCTH

Bianers: HABBIKAMH TCOPETUYCCKOTO U
IKCIIEPUMEHTAIBHOTO HCCIICAOBAHUS
00BEKTOB MPOPECCHOHATHHOMN JESITEIh-
HOCTH.

YCTHBIN OIIPOC

CoocobeH aHaIu3u-
poBaTh M pa3padaThi-
BaTh OpraHU3allMOH-

3HaTh: - OCHOBBI TEOPUH CUCTEM U CH-
CTEMHOT0 aHalin3a, JUCKPETHOU MaTe-
MATHKH, TEOPUU BEPOATHOCTEN U MaTe-
MaTHYSCKOM CTaTUCTUKH, METOJOB OII-
TUMU3ALMU U UCCIICIOBAHUS ONIEpaLlnid,
HCUYCTKHMX BBIUMCIICHUM, MaTeMaTHIC-
CKOI'0 M1 UMHUTAIMOHHOT'O MOJIEJINPOBa-
HUS.

YCTHBIN OITPOC

YmMmeer: - OPUMCHATH MCTOABI TCOPUHN

K/pabota

HO- TCXHHYCCKHC H | cucTeM M CUCTEMHOI'O aHaJin3a, MaTeMa-
OIIK- | s5koHOMHUYECKHE THUYECKOr 0, CTATUCTUYECKOIO 1 UMUTA-
6 HIPOUECCHl € IMNPUME- | [TUOHHOTO MOJAEIUPOBAHUSA JIJISI aBTOMA-
HCHMEM MCETONIOB CH- | TH3alMM 3aa4 NPUHIATUS PELICHUM,
CTCMHOI'0 aHAIM3a U | ananu3a UH(POPMAIIMOHHBIX IIOTOKOB,
MaTEeMaTHIECKOTO pacueTa YJKOHOMHUYECKOH F(PPEKTUBHO-
MOZACIINPOBaHUA CTH U HaJIe)KHOCTH UH()OPMALIMOHHBIX
CUCTEM U TEXHOJIOTUH.
Baaners: - HaBbIKaMU TPOBEJICHUS UH- YCTHBIN OITPOC
JKEHEPHBIX PaCYeTOB OCHOBHBIX ITOKa3a-
TeJed pe3yJIbTATUBHOCTH CO3/IaHUS U
IPUMEHEHUs HHPOPMALMOHHBIX CUCTEM
Y TEXHOJIOTHIA.
3) IlpodeccuoHabHbIe KOMIETEHIHH: MPOEKTHAS 1eSITEIbHOCTD:
Kon | ®opmupyemas Coaeprxanue 3Tana popMUpPOBaAHUS dopma KOH-
KOMIIeTEHIHUA KOMIIETEHIIUH TPOJIst
3HaTh: - CIOCOOBI OPraHU3alMK PO3ZHUY- acce
HOM TOprosiu B VIHTEpHET; MOZAEIH Opra-
HU3alMK 3aKyToK yepe3 HTepHeT; oc-
HOBHBIE IPYIIIBI YCIIYT, OKa3bIBAEMBIX Ye-
pe3 HTepHeT 1 0COOEHHOCTH X OKa3a-
HUS; CIIOCOOBI OIJIaThl TOBAPOB U YCIYT B
3JIEKTPOHHOW KOMMEPIIMH; METOI0JIOT U~
YECKHE OCHOBBI IIJITAHUPOBaHUS OU3HeECa;
OCHOBHBIE METO/IbI M TEXHOJIOTHUIO OU3-
CrocoOHOCTh  MO- | HEC-IUITAaHWPOBAHUS; MECTO U POJIb OU3-
[IK-5 | A€/MpOBaTh  IpH- | HEC-IUIaHA NIPU YNPABICHUN KOMIIAHHAMH;

KnajHbie  (Ou3HEC)
NPOIIeCChl U TIPEeI-
METHYIO 00J1aCTh.

METOIUYECKHE OCOOCHHOCTH COCTaBICHUS
pa3INYHbIX THIOB OM3HEC-TNIAHOB UC-
MOJIb3yEMBIX TIPH YIIPABICHUN OU3HECOM;
OCHOBHBIE KJIACCHI CUCTEM JIEKTPOHHON
KOMMEpIIMH; CIOCOOBI OpraHnu3aluu po3-
HUYHOU TOProBiu B IHTEpHET; OCHOBHBIE
METO/BI CTUMYJIMPOBaHUs Npoaax B MH-
TEpHET-Mara3uHe; MOJEJIN OPraHu3alun
3aKyIOK 4yepe3 MIHTepHeT; OCHOBHBIE
TPYIIIBI YCIIyT, OKa3bIBaeMbIX yepes 1n-
TEpHET U 0COOEHHOCTH UX OKa3aHUs; CIIO-
cOOBI OIJIATHI TOBAPOB U YCIYT B IEK-
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TPOHHOM KoMMepuuu; Pocculickoe, Ta-
JOKAKCKOE M MEXIYHApOIHOE 3aKOHO/Ia-
TEIHCTBO B 00JACTH INEKTPOHHON KOM-
MEpILIHH.

YMeTb:- UCIOIL30BaTh HABBIKM MEHE-
JoKepa B TIpoIlecce YMpaBICHHS MPOEKT-
HOM Trpynnoi ¢ wucnosub3zoBanueM HWKT;
UCIIONB30BAaTh  METOJBl  COBPEMEHHOTO
OW3HEeC-TUTAHUPOBAHUS Kak 0a30BOM TeX-
HOJIOTMH YTIPaBJICHUsT OW3HECOM; COCTaB-
JSATH pa3InIHbIC Pa3Aeiibl OU3HEC-TIIAHOB;
MIPOBOJIUTh AHAJU3 JEATEILHOCTH TPE.l-
NPUSTHS ¥ BBISBJIATH YYaCTKHA MPOU3BOJI-
CTBa, HYXJAIOIIHUECS B PEUHKUHUPHUHTE,
OCYIIECTBIISATH COOP U MOATOTOBKY aHAJIH-
TUYECKUX JaHHBIX JJIS OLEHKH 3(pdek-
TUBHOCTH peKJiaMbl B MIHTepHET; u3ydarh
¥ aHaJM3MPOBATh METOJIbI IPEIOCTaBIIe-
HUSl pa3NUYHbIX yciuyr B WHTepHeT; co-
3/aBaTh BEO-CTPAHUIIBI M CAWThI, B TOM
YHCIIe ¢ AKTUBHBIM COJICPIKUMBIM, CO3/1a-
BaTh rpaduuecKkuii MaTepuai Jjis HaroJj-
HEHUS CTPAHUI], TOTOBUTH TEKCTOBBII Ma-
Tepuan A pa3MEIIeHUS Ha CTpaHUIE,
HACTpauWBaTh MPOTPaAMMHOE OOecCreueHUe
Be0-CEPBEPOB.

YCTHBIN OIIPOC

Baagernb: - METOAUKOM COCTaBICHUS
yIIpaBJICHYECKOTO OM3HEeC-TIIaHa; UH-
CTPYMEHTAMH CO3/IaHUs OU3HEeC-Moieen
Y MOJICJIMPOBAHUS HOBBIX OM3HEC-
MIPOIIECCOB; CPEACTBAMH TSI pa3paboOTKu
BEO-TIPHIIOKEHUHT

K/pabora

2.MECTO JMCIIMIIVIMHBI B CTPYKTYPE OOII
Kypc naer 6a30Byt0 OCHOBY Ui TOHMMaHMs, aHAJIM3a U OLEHKHM OCHOBHBIX MPOOIEM,

cBs3aHHBIX ¢ oO0ecnieueHrneM KM3U npennpustus u 3amuTol HHGOPMAIIHH, a TaKXe pa3padoT-

KO, BHEIpEHHEM U COIPOBOXKIEHUEM CPEJICTB UH(POPMAIIMOHHOH 3aIUTHI.
Kypc noarorasnuBaet BbIIyCKHHKA K pab0OTe B COBPEMEHHOM KOMITAaHUH, BHEAPSIOIIEH,

UCIIOJIB3YIOLIEeH MM pa3pabaThlBarollell IPOrpaMMHbIE CPEICTBA JUld oOecneueHuss nHpopma-
[MOHHOW Ge3omacHocTH. OHa SBISETCS MTUCHMILTHHON 1O BBHIOOPY CTYJIEHTa OOIIEHAyYHOIrO
LHKJIA, n3yyaercs B 7 ceMmecTpe. Jlornuecku u comep:kaTeIbHO-METOANYECKH B3aUMOCBS3aHa C
aucuunuHamu OOIl, ykazanHbIX B Ta0m. 1:

Tabnuna 1.
MecTo0 JUCIUILIN-
Ne Ha3Banue q1ucCHUILIHHBI CemecTp | HBI B CTPYKTYpe
ooI1
1. | Maremartuka 1-2 b1.B.5
2. | JluckpeTrHas matemaTHKa 1 b1.b.6
3. | Teopus anropuTMoB 2 b1.B.OA.10
4. | Teopust BEpOSTHOCTH M MaTeMaTHYECKass CTATUCTHUKA 2 b1..9
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5. | OnepanvoOHHbBIE CUCTEMBI 2 b1.b.13

6. | Mudopmaruka u mporpaMMUpOBaHKE 1-3 b1.b.8

7. | ITpakTHKyM 110 IPOrpaMMHUPOBAHUIO 2-4 b1.B.O.9
8. | ba3sl maHHBIX 34 b1.5.18

9. | BeiuncauTenpbHBIE CHCTEMBI CETH U TEICKOMMYHHUKAIIUN 34 b1.5.12

10. | Pa3paboTka nporpaMMHBIX MpuiioxkeHuid/ CucTeMHOe U

4 B1.B.JIB.9
NPUKJIAJIHOE TPOTPAaMMHOE 00ecrieueHHe

11. | IlporpamMmHasi HHKEHEPHsI 4-5 b1.b.14

12. | UnTennexkTyaibHble HHPOPMALIMOHHBIE CUCTEMBI 5 b1.B.O/.14

13. | [Iporpammupoanue B cpene C++/ [IporpammupoBanue 7 B1.BJIB.2
B cpeae QBasic /Pascal/Delphi A

14. | UnTepueT-nporpamMmmupoBanue/ Java-TeXHOIOTHH 7 b1.B./IB.4
15. | [IpoextupoBanue UT cTpyKTypsl OpeanpusTUs 7 b1.B.O/.13
16.| YnpaBneHnue nporpaMMHBIMH IPOSKTaMHU 7-8 b1.B.OJI.12
17.| UndopmanmonHoe 6€300aCHOCTH 7 b1.b.19

ITpu ocBOeHHMM JaHHON AMCLUIUIMHBI HEOOXOJUMBI YMEHHS M T'OTOBHOCTbH («BXOJHBIE»
3HaHUs) 00ydarouierocs 1o JucHuIInHaM 1-5, ykazanusix B Tabmune 1. ucuunnuns 6 u 7 oT-
HOCATCS K IPYyIIE «BXOAHBIX» 3HAHUH, BMECTE C TEM ONpPE/EICHHAs UX YacTh U3ydaeTcs napal-
JIEJIBHO C JAaHHOM JUCIUIUIMHON («BXOAHbIE-TIapaJJICIbHbIC) 3HAHMS).

Jucuununel 11-12 B3auMocBsi3aHbl ¢ JaHHOH TUCHMIUIMHOM, OHM U3y4aroTcs mapai-
JEIIBHO.

TeopeTnueckUMU IUCHUITIMHAMU U IPAKTUKAMH, JUJIs1 KOTOPBIX OCBOEHUE JaHHOM 1uc-
[UIUTHHBL HEOOXOAMMO KakK MpealecTByomee aBistorces:13-16.

3. CTPYKTYPA U COJEPKAHUE TMUCIIUILVIMHBI

O0beM AMCOMIIMHBI COCTABIAET 3 3a4€THBIX €IMHUL, Bcero 108 yacos, U3 KOTOPBIX:
nexknuu 16 yacos, mpakrudeckue 3aHATHSA 16 yacoB, KCP — 8 wacoB, Bcero yacoB ayJUTOpHOM
Harpy3k# - 40 4acoB, B TOM uucie B HHTepakTUBHON ¢opme 32 yaca (16 .- nekuuu, 16 u. -
MPAaKTUYECKHE 3aHATH), CAMOCTOsITeNIbHAst paboTa — 68 "acos.

DOk3aMeH — 7-i ceMecTp

Buasbl yuedHoii pado-
Thl, BKJIIOYAsl CAMOCTO-

Ne Paszen SITeJIbHYI0 padoTy cTy- | Jluteparypa
n/n JAucuMnjanHbl
JE€HTOB U TPYA0eM-
KOCTb (B 4acax)
Jlek. |TTp. |J1a6. |KCP
7 cemecT
1. | Tema 1. Buapl kpunrorpadguuecKux npe- 2
o0pa3zoBanunii uHdopMaum. 1,3,5,7

OCHOBHBIE TIOHSTHS U OTIPE/ICIICHUS KPUIITO-
rpadun. [TpuHIUIB KpUNITOrpadUIECKOM
3ammThl nHpopmarmu. Mcropus

pazButus kpunrorpadun. Hludpyromme
Kpunrorpadguyeckue nmpeoOpa3oBaHUsL.
OnHOCTOPOHHUE (PYHKIIUU. XOII - (YHK-
UK. DJEeKTpOHHas UU(POBas MOAIMHUCH.
['eHepaTOpBI ICEBIOCTYYAHBIX TIOCIEI0BA-
tenbHOcTel. Lnpsl nepecTaHOBKH. 2
[Iudpsr 3amensl (moactaHoBKH). [udpsr
raMMupoBanusi. Kommnosuimonssie 6J109HbIE
i dpsl ¥ IPUHIUIIBL UX TTocTpoeHus. Kpuri-
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TOAHAJIN3 U BUJbI KPUIITOAHAJIUTHYCCKUX
aTak.

IpakTnyeckas padora

BrimonHeHne 1 moAroToBKa K 3amure pabo-
ThI |

['pynnoBeie KOHCYIBTAMK MO TeMeE |

Tema 2. AJaropurMbl CHMMETPHYHOIO
mudpoBanusi. OCHOBHBIC MOHSATHS, OTHO-
csAIUecss K aJITrOPUTMaM CHMMETPUYHOTO
mupoBaHus: K04 mudppoaHus, plaintext,
ciphertext. OnpeneneHne CTOMKOCTH airo-
pUTMa, THUIBI OIEpaluii, UCHOJIb3yeMble B
ITOPUTMAX CHUMMETPUYHOTO HIM(pPOBAHUS.
Cerp @elimrens. OCHOBHBIE TMOHATHS
KpPHUIITOAHAIN3a, TUHEWHBIA U quddepeHim-
aNbHbIN KpunroaHanus. Cxema muppoBaHus
anroputMa DES. Pexxumbl ucnosib30BaHUs
DES. Kpunrocroiikocts anroputma DES.
YBenuuenue kpunrocroiikoctu DES
IIpakTuyeckas padora

BrinonHeHne 1 MOATOTOBKA K 3aIIuTe pado-
ThI 1-2

['pymnmoBble KOHCYJIbTALMH 110 TeMe 1

1,5,

Tema 3. Crangapt kpunrorpapuyeckon
sammThl 21  Beka(AES). ANropUTMBI
Rijndael u RC6. MaremaTnueckue moHsATuU,
Jexxamue B ocHoBe anroputma Rijndael.
Crpykrypa mudppa. Onucanue AES. Anro-
puT™M 00paboTKM Kiroda. BapuanTtel anro-
putMma. KpuntocToikocTs.

IIpakTnyeckas padora

BeinosnHenne n NoAroToBka K 3amure pado-
ToI 3-5

IIpakTHYeckoe 3aHATHE

2,6

Tema 4. Xom-pyHkuun u ayreHTH(PHKa-
st cooOmenuii. OCHOBHbBIE MOHATHUS, OT-
HOCSIIIIECST K OOECIEYEHHUIO0 IEeTOCTHOCTH
coobmenuit ¢ momompeo MAC u xom-
(GyHKIHA;, MpeacTaBIeHbl MPOCTHIE XOIII-
¢dbyHKIMK ¥ cuibHas Xou-¢pyHkuus MDS.
Cunpabie xom-¢pyakmun SHA-1, SHA-2 u
I'OCT 3411. OcHoBHBIC TMOHATHS, OTHOCS-
mecs K 00ECIIEYEHUIO IIEJIOCTHOCTH COO00-
mennii 1 BeIuucicHni0o MAC ¢ OOMOIILIO
QIITOPUTMOB CUMMETPUYHOTO IH(poBaHUS,
xomr-pyHkimit u anroputma HMAC.
IIpakTnyeckas padora

BrimonHeHne 1 MoAroToBKa K 3amure pado-
THI 6-7

1,3,7




Tema 5. lluppoBass nmoanucs. OCHOBHbBIE
TpeOOBaHUSI K HUQPPOBBIM TMOAMHUCIM, TpPs-
Mas W apOuTpaxHas IH(poBas MOIMKCE,
crangaptel 1udposoit moanucu 'OCT 3410
u DSS.

IIpakTHyeckas padora

BrimonHeHue 1 NoAroToBKa K 3aliuTe pado-
ThI 8

I'pynnoBble KOHCYNbTALMU IO TEMaM 4-5

2,4,8

Tema 6. Kpunrorpadusi ¢ ucnosib3oBa-
HHEM JUIMNTHYECKHUX KpHUBBIX. Marema-
TUYECKUE TOHSTHUS, CBA3aHHBIE C DJUIUITH-
YeCKMMH KpPUBBIMH, B YacTHOCTH 3ajada
JTUCKPETHOTO JIorapu(MUPOBaHUS Ha 3JUTUII-
THYECKOW KpHUBOW. AHalOr anaropurma
Hudpdu - XeIMaHa Ha AJUIMNTHYECKUX
KPHUBBIX, alITOpUTMa MHU(POBAHUSI C OTKPHI-
TBIM KJIIOYOM IIOJIydaTesis Ha JJUTUNTHYE-
CKUX KPUBBIX.

IIpakTHyeckas padora

BrimonHeHue 1 moAroToBKa K 3aimmre pado-

ThI 9

['pymmoBpie KOHCYJIBTALUH 110 TEMaM 5

1,3,5

Hroro no cemectpy

16

16 8

4. YYEBHO-METOJIUYECKOE OBECIIEYEHUE CAMOCTOSITEJIBHOM PABOTBI OBY-

YAIOLLIXCS

4.1. llnan-rpauK BBINOJHEHUSI CAMOCTOATEIbHOM padoThl mo aucuuminae KM3U  (Bo-
MPOCHI NPUBeEIEHbI B PUJIOKeHnH 1)

Ne | O0bem Tema camocTosITEIbHOM PA0OTHI ®opma u BUJ ®opMa KOH-

n/ | CPC B pe3yJbTaToB TPOJIs

n 4. CaMOCTOSITe Ib-

HOM padoThI

1 7 OO6mwme Bormpockl HHPOPMAITUOHHOH O€3- Koncmekr, pede- | Ompoc
omacHOcTH. OCHOBHBIE IOHSATHS U OTIpefie- | paT
nenus. 3akoHoatesnbetBo PO u PT B 00-
JacTi HHQOPMAIIMOHHON OE30MaCHOCTH.

2 7 Pa3zpaboTka anropuT™a u makera mpo- [Ipesenranus, Onpoc
rpamMmbl UG POBaHUS U paciiu(poBaHust | mporpaMma
muQpa 3aMeHbI.

3 7 PazpaboTka aaroputma u naxera mnpo- [Ipesenranus, Brictynnenue
rpaMMbl UG poBaHus U paciiupoBaHus | T0KJIaja
mudpa nepecTaHOBKH.

4 7 Pa3pabotka anroputmMa u mnakera mnpo- | [Ipezenranus, BricTynnenue
rpamMmbl MQpoBaHus U pacmMdpoBaHus | mporpaMma
CHCTEMBI C OTKPBITHIM KJIFOUOM.

5 7 Pazpabotka anroputma u makera mpo- Koncnexr, Omnpoc
TpaMMBbI JIJIsl 2JIEMEHTOB TEOPUH YHCETI. nporpamma

6 7 Pazpaborka amroputmMa u makera mpo- | KoHcmekr, Ompoc
rpaMMbl mHdpoBaHus U pacuindpoBaHus | mporpamma
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mmdpa merona DES

7 6 Pazpabotka anroputmMa u makera mpo- | [Ipe3eHTarms, Omnpoc
rpamMmbl EQpPOBaHUsA W paciir(poBaHUs | IporpaMMa
merona AES

8 4 Pazpaborka amroputmMa um makera mpo- | [IpesenTamms, Brictynnenue
rpammbl dpoBaHus U pacumdpoBaHus | MporpaMma
anayiora anroput™a udpdu -  Xemimana
Ha JUIMITHYECKUX KPHBBIX.

9 4 Pa3paborka anroputmMa u makera mpo- | [IpeseHrarus, Omnpoc
rpammbl mHdpoBaHus U pactmdpoBaHus | MporpaMma
MeTona dib-I'amMansg Ha SIIMOTHYECKUX
KPHUBBIX.

4.2. XapaxkTepHCTHKA 3aJaHUI JJIsl CAMOCTOATEILHOMH Pa00ThI M METOUYECKHE PEKOMEHIAM U
110 X BBLINOJHEHHIO

JUis BBINIOJIHEHUS 3aJaHMs, MPEXIe BCEro, HeOOXOAUMO O3HAKOMHUTHCS M M3YYUTh OCHOB-
HBIE TIOJIO)KEHHUSI TEOPETUYECKUX MAaTE€pUalIOB COOTBETCTBYIOIIEH TEMBI M3 JIMTEPATYpPHBIX HC-
To4YHUKOB. OHU yKa3aHsl B pazzeie 3 «Coxep:kaHue U CTPYKTypa AUCLUIIIIMHBD).

Texymasi camocTosiTe1bHAsi padoTa BKIIIOYAET CIEAYIOLINE BUABI paOOT:

- paboTa ¢ JEKIMOHHBIM MaTepUaoM, OUCK U 0030p JUTEPATYphl U JIEKTPOHHBIX MCTOY-
HUKOB MH(GOpMaIlUU 10 UHAUBHUAYAIBHO 33JJaHHOMY BOIIPOCY;

- U3y4EHHUE TeM, BHIHECEHHBIX HAa CAMOCTOSTEIbHYIO IPOPaOOTKY;

- IOAATOTOBKA K MpakTtudyeckuM 3ansatusm u KCP;

- IOArOTOBKA K IIPOMEKYTOUYHOMY KOHTPOJIIO, 3a4ETY, JK3aMEHY .

TBopueckas npo0/1eMHO-OPHEHTHPOBAHHASA CaMOCTOATE1bHAsA PadoTa CTyIEHTOB OPH-
SHTUPOBaHA Ha Pa3BUTHE MHTEIEKTYaJbHBIX YMEHUH, KOMILUIEKCA OOIIEKYIbTYPHBIX U Ipodec-
CHOHAJIBHBIX KOMIIETECHIIMM, MOBBIIIEHNS TBOPYECKOI'O MOTEHLHANA CTYACHTOB M BKIIIOYAET B
ceOs1 creayronre Buabl paboT 10 OCHOBHBIM Ipo0jieMaM Kypca:

- MIOUCK HAYYHBIX MCTOYHHMKOB, AHAJIN3 JEITEIBHOCTH COBPEMEHHBIX NMPEANPUITHI U Opra-
HU3ALMH ¢ 1eTIbI0 pa3pabOTKH UX CTPATEruu pPa3BUTHS;

- peueHue COOTBETCTBYOIIMX TECTOB IO U3y4YaeMbIM TEMaM;

- McCleIoBaTeNbeKas paboTa U ydacTHe B HAYUHBIX CTYJCHYECKHX KOH(pEpEeHIHIX, CEeMUHAa-
pax v onuMIuanax.

43. TpedoBaHusi K MPeACTABIEHUIO H 0OPMIIEHHIO
Pe3yJILTATOB CAMOCTOSITEILHOI PadoThI

J1st 9TOTO CTy/IeHTaM JTAHHOTO HAIpaBJICHUs] KaK OYHOM, TaK M 3a09HOM (hopM 0OydeHus1 He00X0-
JIIMO TIOCEIIATh JICKIIMOHHBIE, TIpakThHueckue (cemunHapckue) 3ansatus 1 KCP. BanmarensHO mpociytim-
Bast JIEKLIMH, CAMOCTOSITEJIEHO TOTOBSICh K 00CYKJIEHUIO TeM, HEOOXOIMMO aKTHBHO y4aCTBOBATh B JICKYC-
CHSIX Ha 3aHSTHUSIX U CIIAaTh CBOEBPEMEHHO CAMOCTOSTENIbHBIE PaboThl. CTyIeHTaM pEeKOMEHIYEeTCsl YIEIUTh
0co00e BHMAHHE BBITOITHEHNIO CAMOCTOSATENIBHOM paboThI B BUJE PEILICHHs 33/1a4, TECTOB M IIPUMEPOB Ha
NPAKTUYECKUX 3aHATHSX U 3aIlMTE CBOMX MO3UIIMH MO paCCMOTPEHHIO KOHKPETHBIX CUTYAIUH TIPU caue
CaMOCTOSITENBHBIX paboT. Kpome Toro, cTyeHTaM 3a04HOTO OTIENEHUs] HEOOXOAMMO TP BBINOJIHEHUN
KOHTPOJILHOM PabOThI TI0 CAMOCTOSITEIILHO BEIOPAHHOM TEME, U3yUHTh TIEpEYeHb PEKOMEHIyeMOM JITepa-
TYpbI U Ha PUMEPE IEATEITHHOCTH COBPEMEHHBIX TIPEATNIPUATHIA K OPraHN3aIMiA PACCMOTPETh KOHKPETHYIO
cutyatto. [Ipu 5ToM OCHOBOI# 1715 M3yUeHUsI AUCUMILITUHBI SBJISIFOTCS. U3y4YeHHe HEOOXOAMMOM JINTepaTy-
Pbl, KOHCTIEKTHI JIEKIUM U Pe3yJIbTaThl pakThdeckux 3aHsaTuil, KCP. B yacTHOCTH, BBINOIHEHHE CaMOCTO-
ATENBHOU PabOThI CTYAEHTOB 3aK/TFOYAeTCsl B PELIEHUH TECTOB, PACCMOTPEHHUH KOHKPETHBIX CUTYallUid 13
NPAKTUYECKON JIESTENPHOCTH COBPEMEHHBIX OpraHM3alliid U MpeIrpusTHil. BINonHeHHyI0 camMocTos-
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TEIIHHYIO Pa0dOTy CTYAEHTHI Ha MpakTHdeckoM 3aHsTuu U B mporecce KCP OymyT oOcyxaath BMecTe ¢
rpymmoil u npenoaasaressaM. [pakrideckue 3anstis 1 KCP  1ompKHBI cieioBath 1Mociie OKOHYaHUS U3Y-
YeHUs! JIEKIIMOHHOIO Marepuana, I7ie MPOBOIUTCS ONpPOC CTYAEHTOB IO COCTAaBICHHBIM KOHTPOJIBHBIM
BOMpPOCaM TeMbI (IIPUBEZICHBI HIDKE) C LIENbI0 OLEHKH YPOBHSI OCBOEHHBIX TEM IPU M3YyYEHHH JTAHHOM
JIACLUTUTMHBL.

44, Kputepuu olleHKH BbINIOJTHEHHS CAMOCTOSITEILHOM PadoThI

B ocHOBY pa3paboTku OayuIbHO-PEHTHHIOBOM CHCTEMBI TOJOXKEHBI MPUHIMIILL, B COOTBETCTBHHU C
KOTOpbIMH (DOPMUPOBAHUE PENTUHIA CTYJIEHTA OCYILECTBIIAETCS IIOCTOSIHHO B MpOLECce ero 00ydeHust B
yHuBepcuteTe. Hacrosiinas cucreMa OLEHKH YCIIEBaeMOCTH CTYJIEHTOB OCHOBAaHA HA HCIOJIb30BAaHUM CO-
BOKYITHOCTH KOHTPOJIbHBIX TOYEK, PABHOMEPHO PACIIONOKEHHBIX Ha BCEM BPEMEHHOM MHTEpBAJIe U3yde-
HUS IUCIMIUIMHBL [Ipu 3TOM npemonaraercs pasziesieHue BCero Kypcea Ha psiji 6osee Wi U MEHee caMo-
CTOSITEJIbHBIX, JIOTMYECKH 3aBEpIICHHBIX OJIOKOB M MOAYJIEH M MpOBEJEHUE MO HUM MPOMEXYTOUHOIO
KOHTPOJISL.

CryneHTtam BBICTABISIIOTCS CleTyrolwe Oasnibl 3a BeIoHeHue 3a1aHust  T1K:
- oleHKa «oTIM4HO» (10 6a/10B) BHICTABILSIETCS CTY/ICHTY, €ClM  pedepar BBIIIOIHEH B COOTBETCTBUH C
TpeOOBAHUSMH, 3aTPOHYTHI BCE BOIIPOCHI KAaCAIOIIUECS TEMBI, a TAKKE CTYCHT OTBEYAET YBEPEHHO,
- OLIEHKA «xopo1o» (8-9 6a/110B) BbICTABIISIETCS CTY/IEHTY, €Cli pedepaT BHIIIOIHEH B COOTBETCTBUU C
TpeOOBaHUAMH, 3aTPOHYThI BCE BOIIPOCHI KACAFOIIMECS TEMBI, HO CTY/ICHT OTBEYAET HE YBEPEHHO;
- OLIEHKA «Y/IOBJIETBOPHUTEILHO» (6-7 0aJLI0B) BBICTABISICTCS CTYJICHTY, €l pedepar BHITOIHEH B
COOTBETCTBUHU C TPEOOBAHUAMM, HE 3aTPOHYTHI BCE BOIPOCHI KACAIOLIMECS] TEMbl U CTYJIEHT OTBEYaeT HE
YBEPEHHO;
- OLIEHKA «HeY/I0BJIeTBOPUTEILHO» (5 M HUKe) BHICTABILSICTCS CTY/ICHTY, €Cl pedepaT He BHIIOHEH B
COOTBETCTBHH C TPEOOBAHUSMH, HE 3aTPOHYTHI BCE BOIPOCHI KACAIOIUECS TEMBI, CTYJICHT HE MOXET OTBE-
YaeT BOOOIIIE, HE MPOSIBIICHA CAMOCTOSITENFHOCTh P BBINIOJTHEHUH pedepara, pedepar ckadaH U3 UHTEp-
HeTa.

Texy1mii KOHTPOJIb OCYIIECTBISIETCS B X0JI€ Y4eOHOT0 MPOLEcca MO Pe3ysIbTaTaM BbIIOJHEHHUS CaMo-
CTOSITEIbHON PabOThI M KOHTPOJIBHOM paboThI.

OcHOBHBIMH (hOpMaMH TEKYILETO KOHTPOJIS 3HAHUH SBIISIOTCS:
- 00CY’K/IeHH€ BBIHECEHHBIX B IUIAHAX MPAKTHYECKUX 3aHATUH JEKIMOHHOIO MaTeprasia U KOHTPOIbHBIX
BOIPOCOB;
- pelleHre TeCTOB U MX OOCY’K/IEHHE C TOUYKHM 3peHHs] yMEHUS C(hOPMYIMPOBATH BBIBOJIBI, BHOCUTB PEKO-
MEH/IAIMH 1 IPHHUMATD AJICKBATHBIE YTIPABJICHIECKUE PEILICHMS;
- BBITIOJTHEHHE KOHTPOJIBHOM PaOOThI M 0OCYXIICHHE PE3YIIbTATOB,
- yyacThe B JMCKYCCHSIX B KauecTBE y4YaCTHHKa M MOJepaTopa TIpYMIIOBOM JMCKYCCHM MO TeMaM
JIACLUIUTAHBL;
- HaIIMCaHUe U Mpe3eHTalus IOKIIaza;
- HaITMCaHHE CaMOCTOSITEIbHON (KOHTPOJILHOM) pabOTBI.

J1s KOHTPOJIST YCBOEGHMS JAHHOM JIMCUMIUIMHBI y4eOHBIM TIJIaHOM IIpeyCMOTpeH 3k3aMeH. OOree
Ko4ecTBo OaimioB no muctmmumae — 100 6amoB. Pactipenenenye 0amioB Ha TEKYIIMIA M POMEKYTOY-
HBII KOHTPOJIb OCBOSHUS JIUCLMIUIMHEIL, A TAK)KE UTOTOBOM OIIEHKH TPEICTABIICHO HIDKE.

Henesmm PK1 Henen PK?2 AIM. HK BCEI'O
14 5-8 9-13 14-17 0aJLIbI
Bauibl 9 12 10 12 12 10 5 30 100
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5. CIIACOK YYEBHOM JIMTEPATYPbHI U THOOPMAIIMOHHO-METO/IMYECKOE
OBECHEYEHUME JUCHUITIJIMHBI

5.1. OcHoBHas qUTEpaTypa

. Kapnamonsa, U. b. OcHOBBI Teopun HarmoHaIbHOW Oe30macHoCTH [ TekcT]: yueOHUK 1715 BY-
30B / W. b. KapnamoBa. — MockBa: M3zmarensctBo HOpaiit, 2019. — 303 c. —
URL.: https://biblio-online.ru/bcode/438881

. baprom, A. A. OCHOBBI MeXIyHapoIHOUW Oe3omacHOCTH. OpraHu3anuu 00eCIICYeHHs] MEXK-
nyHapoHou 6e3omacHocTH [Teker]: yueObHoe mocobue /s OakagaBpuaTa U CreruaiuTeTa /
A. A. Baptom. — Mockaa : M3natensctBo FOpaiit, 2019. — 247 ¢. — (Bricuiee oOpa3oBa-
Hue). — ISBN 978-5-534-05426-2. — Tekcr : snexkrponHsiii / ObC HOpait [caiT]. —
URL: https://biblio-online.ru/bcode/441405

3. Jlocv, A. b. Kpunrorpagudeckue MeTOAbl 3aliuThl WHMOpMauu[ DIEKTPOHHBIN pecypc]:
y4eOHHMK JUIsl akajieMuueckoro OakanaBpuata / A. b. Jlock, A. FO. Hecrepenko, M. U. Pox-
KOB. — 2-¢ wm3a., ucnp. — MockBa: MszmarensctBo IOpaibit, 2019. — 473 c. —
URL.: https://biblio-online.ru/bcode/431164.

. Hecmepos, C. A. UadopmarnmonHas 0€30MacCHOCTb[DJIEKTPOHHBIN pecypc|: y4yeOHUK u
MPAKTUKYM IS cpeaHero npodeccuonaabHoro oopazoBanus / C. A. HectepoB. — Mockaa:
WznatenberBo FOpaiit, 2019. — 321 ¢. — URL.: https://biblio-online.ru/bcode/442312.

. Hecmepos, C. A. NadopMainimonHass 0€30MacHOCTB[DIEKTPOHHBIN pecypc]: y4eOHUK u
MPaKTUKYM JJIs1 akajemudeckoro OakanaBpuata / C. A. HecrepoB. — Mocka: M3narens-
ctBo IOpaiir, 2019. — 321 ¢.— URL: https://biblio-online.ru/bcode/434171

5.2. JlonoiHUTEIbHASI JIATEPATypa

. Tpoghumos, B. B. AnroputMu3aiiys 1 MporpaMMUpOBaHue [ DIEKTPOHHBIN pecypc]: yaeOHHUK
JUIs akajeMmuueckoro OakanaBpuata / B. B. Tpodumos, T. A. IlaBioBckas ; moja peaakiueii
B. B. TpodumoBa. — MockBa: MW3narenscrBo IOpaiit, 2019. — 137 c. —
URL.: https://biblio-online.ru/bcode/423824

. @omuués, B. M. Kpunrorpaduueckne MeToapl 3amuThl nHGopmanuu B 2 4. Yacts 1. Mare-
MAaTHUYECKHE acTeKThI[ DJIEKTPOHHBIN pecypc]: yueOHHK Ui aKkaJeMHYeCcKOoTro OakanaBpuara
/ B. M. ®omnués, JI. A. MenbaukoB ; nmop penakmuei B. M. ®omuuéra. — Mocksa: U3na-
tenbeTBO FOpaiit, 2019. — 209 ¢.— URL.: https://biblio-online.ru/bcode/433420.

. @omuués, B. M. Kpunrorpaduueckre MeToabl 3amuThl nHGpopmanuu B 2 4. Yacte 2. Cu-
CTEMHBIC U MPUKIAJHBIE ACTIEKTHI[ DNEKTPOHHBIA pecypc|: YUYEeOHHK IS aKaJeMHYECKOTO
OakanaBpuata / B. M. ®omnués, JI. A. MenbaukoB ; moa peaaknuen B. M. ®omuuéra. —
Mocksa: UznatensctBo FOpaidt, 2019. — 245 c.— URL:

5.3. [lepeuens pecypcoB HH(POPMAIHOHHO-TEJIEKOMMYHHUKAIMOHHOI ceTH

«HHTepHeT

1. http://www.iprbookshop.ru

2. http://lwww.metod-kopilka.ru/page-2-2-6-10.html
3. www.algolist.manual.ru

4. www.cryptography.ru

5. www.intuit.ru
6
7
8
9
1

. www.securitylab.ru
. Www.5-tv.ru/
https://xakep.ru

. www.pikabu.ru
0. www.cryptocom.ru

5.4. llepevyeHb HH(POPMALMOHHBIX TEXHOJIOTUH M MPOrPAMMHOI0 o0ecredeHnst
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https://biblio-online.ru/bcode/438881
https://biblio-online.ru/bcode/441405
https://biblio-online.ru/bcode/431164
https://biblio-online.ru/bcode/442312
https://biblio-online.ru/bcode/434171
https://biblio-online.ru/bcode/423824
https://biblio-online.ru/bcode/433420
http://www.iprbookshop.ru/
http://www.metod-kopilka.ru/page-2-2-6-10.html
http://www.algolist.manual.ru/
http://www.cryptography.ru/
http://www.intuit.ru/
http://www.securitylab.ru/
http://www.5-tv.ru/
https://xakep.ru/
http://www.pikabu.ru/
http://www.cryptocom.ru/

Hcnonp3yrorcst NUIIEH3MOHHOE TporpammHoe obecriedenne OC Windows -7 u mpo-
rpaMMHOE obecrieuenne oTKpbIToro jgocryma (Open source), cpeasl mporpammupoBanus (Mi-
crosoft C++/C#, Java u np.)

6. METOANMYECKHUE YKA3AHUS 1O OCBOEHHUIO JUCHUITJIMHBI

Crynentsl, nzydaronie kypce «Kpunrtorpapuueckue MeTOAbl 3allUTH WHGOpPMALUN»,
JIOJDKHBI B TIEPBYIO0 00OpaTUTh BHUMAaHME Ha OOIIME TMOAXOJBI K pealn3alui HH(POPMaInOHHOM
0€30I1aCHOCTH COBPEMEHHOI'0 MpPeAnpusaTHs. 31ech cleayeT o0paTUTh 0co00e BHUMaHHUE Ha TO,
YTO B MEPEXOAHBIN MEPUO] K MOCTPOCHHUIO NH(POPMALIMOHHOTO 00111eCTBa HH(OPMALIMOHHbIE Pe-
CYpCHI CTAHOBSITCS BOCTpeOYyeMbIM MPOAYKTOM, MMEIOIIUM BBICOKYIO HMOTPEOUTEIbCKYIO LIEH-
HocTh. OTcroza cieayeT o0beKTUBHAS HEOOXOIMMOCTh Pa3BUTHS MEp 3aIlUThl MHGOpMaLUU U
naHHbIX. J{1s1 cBOOOAHOM OpHeHTanuy B HH(GOPMAILIMOHHOM MPOCTPAHCTBE COBPEMEHHOTO 00111e-
CTBa CIELUAIKCT J1I000ro nmpouiisd AOKEH YMETh MOJdy4yaTbh, IPaMOTHO 00pabaThiBaTh U UC-
M0JIb30BaTh WH(POPMALIMIO C MOMOILBIO CPEJCTB BHIYUCIUTEIBHON TEXHUKH U TEIEKOMMYHHKA-
LU,

CrynieHTbl TOJKHBI 3HaTh OOIIME MOAXO0Abl K HOCTPOCHUIO 3aLIUIEHHON HH(OpMaIu-
OHHOH WJIM BBIYUCIUTEIBHOU cUCTeMbl. OCHOBHBIM MOMEHTOM 3TOIO pasjeiia CleAyeT CUUTaTh
CUCTEMHBIN MOAX0]l (OPMHUPOBAHUIO MOJeNel yrpo3, o0uield Moaenu MH(GOPMaMOHHON 3aIlu-
ThI, MoJienu noauTuku Yb u cTtpykrype nokymeHToB B chepe 11b coBpeMeHHOIro NpeanpusTus.
JUist KaKA0ro BUJa yrpo3 HeOOXOJMMO BBICTpauBaTh LIETIOYKY: <BHJ yTPO3b> - <OIIEHKa PUCKa
peaninzanun> - <OIEHKAa JIOCTATOYHOCTH CPEACTB 3alUThI> - <KOMIEHCAlMsl BO3MOXHOIO
yiepba>.

CTyzneHThl NOJKHBI 3HATh CTaHAApPTHl MHPOpPMAIMOHHON Oe3omacHocTu. Pa3Butue ce-
MeICTBa CTaHAAPTOB CIEAYET PaccMaTpUBaTh B KOHTEKCTE Pa3BUTHUSA MH(POPMALMOHHBIX TEXHO-
noru#t B uenoM. [Ipu s3Tom ocoboe BHUMaHueE cieyeT oOpaTUTh Ha MOCTPOCHUE CUCTEMbI OICH-
KU PUCKOB, KOTOPAs SIBJISIETCSI OJJHOM U3 OCHOBHBIX COCTABIISIONIMX OOIIEH CUCTeMbl 0€30MacHo-
CTH. 371eCh HEOO0XOAWMO JIOCTaTOYHO IMOJPOOHO paccMaTpUBaTh COACPKAHUE COBPEMEHHBIX
cranfaptoB odecnieuenust Ub u nHpopMaimoHHbIX pUCKOB.

CryneHThbl JOJIKHBI YMETh MCIOJB30BaTh COBPEMEHHBIE TEXHOJIOTMH U MHCTPYMEHTBI
MH(POPMALMOHHOM Oe30macHOCTH. BaXKHBIM aclieKToOM SIBJIE€TCSI TO, YTO BCIEACTBUE OBICTPOIrO
pa3BuTHs MT MOCTOSSHHO M3MEHSIOTCS METOJBI M TEXHOJIOTHU paboThl ¢ MH(pOpMaIUEH, mosB-
JISIFOTCSL CIIOCOOBI IPOHUKHOBEHMSI B MH(OPMALIMOHHBIE CUCTEMBI NIPEANIPUATHUS, a TAKXKE BCE HO-
BbI€ M HOBBIE CeMeiicTBa BUPYCOB. BCE 3T0 mMpUBOIUT K HEOOXOAMMOCTH MOCTOSTHHOTO COBEp-
IIEHCTBOBAHUS 3aILUThl MH()OPMAMOHHONW MH(PACTPYKTYphl NPEANPUATHS U HEOOXOAUMOCTH
MOCTPOCHHS KOMIUIEKCHOW MH(pOopMannonHoi 3aumtel [10.

OcHoBa ans u3ydeHus aucuuiuinHbl «Kpunrorpagpuyeckue MeToIsl 3alIUTH HH(pOpMa-
LUW» - KOHCHEKTHI JIEKLNH, pe3ybTaThl JJaDOPATOPHBIX 3aHATUN U BBINOJIHEHHBIE CAMOCTOS-
TeJbHbIE PA0OTHl CAMBIMU CTYI€HTAMHU.

Ha naGopaTopHBIX 3aHATUSAX C UCIIOJIB30BAHUEM CPEJICTB BBIYUCIUTEIBHON TEXHUKHU CTY-
JICHTBI BBINOJIHAIOT 3aJlaHMsl, IPeAyCMOTPEHHbIE JUIsl TPUOOPETEeHHs MOJIb30BATEIbCKUX HABbI-
KOB, PEIIAOT 33Jaul BHIYMCIUTENIBHOTIO XapaKTepa, yCTaHABINBAIOT U HACTPaUBAIOT IIPOrpPaMM-
HbI€ MPOJYKThI, pa3pabaThIBAIOT aIrOPUTMbI U MPOrpaMMbl Ul peIIeHUs MPUKIAJHBIX 3aj]ad,
BBITIOJHSIOT TUIOBBIE pacueTbl. Bo Bpems camocTosITenbHOM paboThl CTyJI€HTa ¢ IpenoaaBaTe-
JeM 00CyKIaroTcs NpoOIeMHbIe JEKIMH, PEIIAt0TCs CII0KHBIE AITOPUTMBI.

Bce 3T0 MOeT naTh MOJOKUTENbHBIN pe3yNbTat, €Clu CTYACHT aKTUBHO 3aHUMAeTCs ca-
MOCTOSITEJIBHOW PabOTOM B COOTBETCTBUHU ¢ IiaHOM-Tpadukom 1.4.1. Ilporecc BIMOTHEHUS
CPC c onucanuem 3TanoB pelieHus NpUMEPHOi 3a1a4u ONucaH B 11.4.2

BMmecte ¢ Tem 0ocHOBOI 00ydeHUs SBISAIOTCS ayJUTOPHBIE 3aHATHA - JIEKLUH, MpaKTHIe-
CKHE 3aHATHS U JIaOOpaTOpHBIE pabOTHI IO PACCMOTPEHUIO MPOOIEM HH()OPMAITMOHHON TEXHO-
JIOTMM M PEIICHUI0 KOHKPETHBIX 3ajad 3alluThl nHpopManuu. [1o3ToMy paccMOTpuM KaKIyro
TEMY OTJIEJIHO, YTOOBI YKa3aTh Ha KAaKUe MOMEHTHI 0OpaTUTh BHUMAHHUS, YTOOBI JTy4Ille OCBOUTH
MaTepHall TEMBI.
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Tema 1. Buasl kpunrorpadpuyeckux npeodpazopannii mHpopmauuu. OCHOBHBIE MOHSI-
T U omnpeaeneHus: kpunrorpaguu. [lpuHnunel kpunrorpaduyeckoil 3amuTsl UHGOPMAIUH.
Hctopus paszsutus kpunrorpaduu. Hludpyromue kpuntorpadpuueckue mpeodpazosanus. On-
HOCTOpOHHUE (GyHKIUU. Xd3mI - QyHKIuU. OiekTpoHHas uudpoBas moanuch. ['eHepaTops
nceBIoCTyyaitHbIX nmocnenoBarenbHocTel. udper nepecranoBku. udpsr 3amens! (moncta-
HoBKH). [IIndper rammupoBanus. Kommno3uimonasie 6;109HbIC MA(PHI ¥ MPUHIMIBI KX TTOCTPO-
enus. Kpunroananus u BUJbl KPUNTOAHATIUTUYECKHUX ATaK.

Tema 2. ANropuTMbl CHMMETPUYHOT0 MU(ppoBaHusi. OCHOBHbIEC MOHATHUSA, OTHOCSIIIH-
ecsi K alropuTMaM CHMMETPUYHOTrO MIM(poBaHMA: KoY mudpoBaHus, plaintext, ciphertext.
Omnpenenennue CTONKOCTH alrOPUTMa, THUIIBI ONEpalyii, UCIOIb3yeMble B alfOPUTMAX CHUMMET-
puunoro mudposanus. Cerp Deitmrens. OCHOBHBIE NMOHATHS KPUIITOAHAIN3A, JTMHEHHBINA U
muddepennmanbapii Kpuntoananus. Cxema mudposanus anroputma DES. Pexxumbr ucnosnb3o-
Banus DES. Kpunrocrolikocts aniroputma DES. VBenuuenue kpunroctoiikoctu DES

Tema 3. Crangapr kpuntorpaduyeckoii 3amurol 21 Bexa(AES). Anropurmbl
Rijndael u RC6. Maremartndeckue moHsTHSA, Jexaiue B ocHoBe anroputma Rijndael. Ctpykry-
pa mudpa. Onucanue AES. Anropurm 06pabotku kimrova. Bapuantel anroputma. Kpunrocroii-
KOCTb.

Tema 4. Xom-GpyHkuun u ayreHTHGUKANUA c000meHUii. OCHOBHBIE MOHSTHS, OTHO-
csmmecs K 00€CIeUeHUIO TEIOCTHOCTH coolmieHuit ¢ momonibio MAC u xani-QyHKIuiA; mpe-
CTaBJICHBI MPOCThle XAUI-QYHKIUU U cuiibHasg xdul-QyHkuuss MDS. CunbHble Xd1I-(DyHKIUN
SHA-1, SHA-2 u I'OCT 3411. OcHOBHBIE MOHATHUS, OTHOCSIIHECS K 00CCIICUCHHIO LIEIOCTHOCTH
coobmenuit 1 BoeiuucieHnto MAC ¢ MOMOIIBI0 aIrOPUTMOB CHMMETPUYHOTO HMIM(PPOBAHUS,
xaur-pyHkwmii u anroputma HMAC.

Tema 5. Hudponasi noanuch. OCHOBHBIE TPeOOBaHUS K ITUGPOBBIM MOAMHUCAM, MPsIMast
u apouTpaxkHas nupposas HoAmuck, cranaaptel nudposoit moamucu [OCT 3410 u DSS.

Tema 6. Kpunrorpadgusi ¢ HCnoJib30BaHUEM NLJIMNTHYECKUX KPUBbIX. MartemaTuye-
CKUE TOHATUS, CBSI3aHHBIE C JUIMIITUYECKUMU KPUBBIMHU, B YACTHOCTH 3a/1a4a JIUCKPETHOTO JIO-
rapu(MUpPOBaHMSI HA AITUNTHYECKON KpuBOH. AHanor anroputMma dudpdu - Xemnimana Ha 3-
JTUNTHYECKUX KPUBBIX, AITOPUTMA MIHU(PPOBAHUS C OTKPBITHIM KIFOYOM IMOJIy4aTessl Ha AITUITH-
YECKUX KPUBBIX.

Heo0xoauMo moAKpenuTh BCe TEOPETHUECKUE MaTepHasbl PELICHUEM KOHKPETHBIX 3a7ay
KaK BO BpeMs IPAKTHUUECKHUX 3aHITUN U JIaOOpaTOPHBIX padOT, TaK U B MPOLIECCE CAMOCTOSATENb-
HOU MOATOTOBKH.

7. OHEHOYHBIE CPEIACTBA JJIsA TEKYIIEI'O KOHTPOJIA YCIIEBAEMOCTMU,
IMPOMEXXYTOUYHOM ATTECTAIIMA IO U'TOT'AM OCBOEHMS TUCIIUILIVHBI
U YYEBHO-METOJJMYECKOE OBECIHIEYEHUE CAMOCTOSITEJIBHOM PABOTBI
CTYJAEHTOB

[TpomesxyTouHas aTTECTAllUU OCYIIECTBISIETCA: JJIs 3a4eTa — KOHTPOJIbHAs paboTa 1
orpoc. JK3aMeH MPOBOIUTCS B OpME TECTHPOBAHHUS.

Texymuii KOHTPOJIb CTYJIEHTOB OCYIIECTBIISIETCS MyTeM 3alIUThl JaOOPATOPHBIX padoT,
BBITOJIHEHUS 3aJIaHMsI, 00OCYK/IEHUS TEOPETHUECKUX BOIIPOCOB

KonTponupyromuye MaTepuasl o JUCHUIUIMHE COJIEPIKaT:

KoHTposibHBIE BOMpPOCH! M 3aJaHMsl Ul TEKYIIEro KOHTPOJS 3HAHMW IO AMCLUIUIMHE
(IMpunoxenue 1);

TecToBble 3aaHus ISl IPOMEXKYTOUHOTO KOHTPOJIsl 3HaHuM 1o puciumuinbe (Ilpunoxe-
HHE 2);

8. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE JUCHHUIIJIMHBbI

Jns peanuzanuu nuctmiuinHbel npu kadeape nadopmatukn u UC PTCY umerorcs 5
KOMITBIOTEPHBIX KJIACCOB, 2 M3 KOTOPBIX OOECHeueHHBI 3JIEKTPOHHBIMU JOCKaMH. B Tpex xowm-
MBIOTEPHBIX KJIACCAX pealn30BaHbl 00JIAYHbIE TEXHOJIOTUH Ha 0a3e OJeii1-cepBEepHOIl CUCTEMBI.
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9. KoHTpoJibHBIE BONIPOCHI K JK3aMeHY Mo AucuuiinHe « Kpunrorpaguyeckne MeToabl
3alUTH HHPOPMALUN».

1. OcHOBHBIE TOHATHA U ONIpeaesIeHUs] UH(OPMAIIMOHHON 0€30IaCHOCTHU: aTaKH, YA3BUMOCTH,
MOJINTHKA O€30TaCHOCTH, MEXaHU3MBI U CepBUCHI Oe3omacHocTH. Kiaccudukanus atak.
Mopenu ceTeBoi 6e30MacHOCTH U 6€30MaCHOCTH HH(POPMALIMOHHON CUCTEMBI.

2. Kinaccuueckas 3afada kpuntorpaduu. YTrpo3sl CO CTOPOHBI 37I0YMBIIIIEHHUKA U y4aCTHU-
KOB IIpoliecca HH(POPMAIIMOHHOTO B3aUMOICHCTBUSI.

3. lIudpsr 3aMeHbI ¥ TIepecTaHOBKU. MOHO- B MHOTOaNI(haBUTHBIE TOACTaHOBKHU LIIndpst
Le3aps, Buxenepa, Bepaama. Metozs! nenmdpoBanusi.

4. Knaccuduxarnus meronoB aemudposanus. Monens npeamnoiaraeMoro nporusauka. [Ipa-
Buia Kepkxodda.

5. Cosepiiennas cekpetHocTh 1o lllennony. [IpuMepsl coBEpIIEHHO CEKPETHBIX CUCTEM.
Iudp Bepuama. [TonsiTue 00 ynpaBieHUN KIIOYaMU.

6. bnounbie kpunTocuCcTeMBI ¢ CeKpeTHBIM KitouoM. AnroputMm DES. Omucanune DES. Oc-
HOBHBIE 3TAaIlbl aJITOPUTMA.

7. Cxema anroputma DES. Paynn anropurma. [IpeoOpa3oBanue kitoua.

8. Anroputm DES. IToncranoBka ¢ momorpsto S-61okoB. Pacimdposanue B DES.

9. Crangapt kpuntorpadudeckoit 3amutel 21 Beka(AES). Anropurmser Rijndael u RC6. Ma-
TEMaTUYECKHE MOHATHS, JieKalue B ocHoBe anroputma Rijndael. Ctpykrypa mmdpa.

10. Anroputm RSA. Martematuueckas mozienb anropurma. CTOMKOCTh aJITOPUTMA.

11. Kpunrocucrema Onp-I"amans.

12. OgnonanpaBiieHHBIE (OTHOCTOPOHHUE) PYHKIIUU C CEKPETOM U X IPUMEHEHHUE.

13. OcHoBbl kpunToananu3za. O630p BO3MOXHBIX BApHAHTOB KPUNTOaHAIM3a. METO BCKPHI-
TUSl «BCTpeda nocepeanHe». Bekpritue co cinoBapem. BekpoiTue cucreMsl Bikunepa, uc-
none3ytomieit mpocroit XOR. Merox GeckmtoueBoro uteHust RSA. Araka va moamuck RSA
10 BbIOpaHHOMY HIMPPOTEKCTY. BCKphITHE X31I-(PYHKIMI ¢ HCIIOIB30BaHUEM HapaoKca
JTHSI POXKICHUS.

14. KpunrocucteMbl Ha 3JUTMNTHYECKUX KPUBBIX.

[punoxenue 1

KOHTPOJIBHBIE 3AJJAHUS U BOITPOCHI
JUISA TEKYIIETO KOHTPOJISI 3SHAHU
MO JUCHMUIIINHE
(1JISI TEKYIIENA ATTECTALIMA W KOHTPOJISI CAMOCTOSITEJILHOI PABOTEI)

Bonpocsl
Omnpenenenne 6e3omacHOCTH. OOBEKTHI, U3y4aeMble HHPOPMAIIMOHHOW 0€30ITaCHOCTH.
WNudopmanus. Enunuie nsmepenus nHpopmanuu. Buasl ungopmanuu
CrniocoOBbI IpeIcTaBIeHHE U 3aIIUTHl HHPOPMAIIUH.
ArnmnapaTHas apXUTeKTypa KOMITbIoTepoB. OCHOBHBIE YCTPOMCTBA U MX HA3HAYECHHE.

Awnh e
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VYrpo3sl nuHpopMaru.

Meron Iuddu- Xenmmana.

MaremaTHuecKue METOIbI 3aIUTHI HH(POPMALIHH.

3ammTa vHGOPMAIMH OT CITyYalHBIX yTPO3.

[Tpencranenue napopmanuu Ha SBM.

[TonsiTue o cucTeMax CYUCIICHUS.

ATpuOyTUBHBIE CTIOCOOBI HIeHTH(UKAINU. BHUIIBI MIIaCTUKOBBIX KapT.
Knaccudukanus ancern.

Meron Ditnepa. Teopema depma (manas)

[IpaBoBast 3amuTa HHGOPMAIUH.

XapaKTepUCTUKHU 3AIIUTHBIX JeHCcTBUI HH(OpMAIIH.

[IporpaMMHBIe cpeacTBa 3aIIUTHl HH(OOPMALIUH.

3amuTHBIC ACWCTBHS 110 MaCIITa0y.

KomnbrorepHbie BUPYCHI: Kilaccu(UKaiys.

VYipasieHue J0CTyIIOM.

KomnrorepHbie BUPYCHI: Kilaccu(UKaIms.

udposanue u aemmdpopanne nHGoOpMaIii.

Kpunrorpaduueckne MeTo bl 3aIIUTH HHPOPMAINH, €€ COCTABISIONINE U KIIaCCU(UKALIUU.
OcHOBHBIE BU/IBI 3aIIUIIaEMON HHPOPMALIUH.

[TpoGaemMbl nHGOPMAITMOHHON OE30MTaCHOCTH B MUPOBOM COOOIIIECTBE.
Mertop! 3amuTsl HHGOpMaIK. 3anmTa HHPOPMALUH B TOKAJTBHBIX KOMIIBIOTEPHBIX CETSIX.
[lIndpoBanue u nemudpposanue nadopmaruii Ha JK;

MesxayHapoiHbIe U OTEUECTBEHHBIE CTaHapThl 0€30MaCHOCTH HH(POPMALIUH.
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