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1. EJINM U 3AJIAYM U3YYEHUSA JUCHUIIJIMHBI
Jucuunnuna «Kpunrorpapudeckue meto sl 3amuthl nHpopmanuu (KM3U)» uzyuaer-
cs ctyaeHTtamu 4-ro kypca Hanpasienus 09.03.03 «IIpuxnagnas uapopmaruka (ypoBeHb Oaka-
JaBpHUaTa).

1.1. Heau n3y4yeHHust TUCHUTLITHHBI

3aJ0KUTh METOJIUYECKU MpaBUIbHBbIE OCHOBBI 3HaHUM o KM3MU, HeobOxonumbie cre-
[UaIMCTaM, 3aHUMAIOIIUMCSI BOIIPOCAMU MPOEKTUPOBAHUS, BHEAPEHUS U HKCIUTyaTallil KOPIO-
PATUBHBIX BBIYMCIUTENIbHBIX U HHPOpMaumoHHbIX cucteM (BC/MC). HducuumniuHa sBiseTcs
BOKHOM COCTaBHOHM YacCThIO TEOPETHUYECKON MOATOTOBKHU CIICIHAIIUCTA 1O MPUKIATHON MHGDOP-
MaTHKE U 3aHHMMAeT CYLIECTBEHHOE MECTO B ero Oynaymieil mpaktudeckoi nesitenbHocTH. OHa
o0ecrnieunBaeT BO3MOXKHOCTh 3 deKTUBHON paboThl cnienuanucta B UT-cnyxbax npennpustuii
U TOCYJITaPCTBEHHBIX YUPEXKICHUM.

[IpenonaBanue aucuumanHsl «Kpunrorpadguyeckue MeToIbl 3alIMTH HHDOpMALMN»
UMeeT cleytole 6a30Bble 3aJauu:

e JaTh OyIyLIUM CIIEHUAINCTaM HEOOXOIUMBbIE JJIsl UX PaOOThl TEOPETUUECKHE 3HAHUS O
COBPEMEHHBIX CPEICTBAaX, METOJAaX M TEXHOJIOTHSAX oOecreueHHs MHPOPMALMOHHOM
6e3omacHoct BC/UC;

e chopmHpoBaTh y CTYIEHTOB MPAKTUUYECKHE HABBIKM OpPraHu3aluu paboT mo obecmneue-
HUIO HH()OPMAITMOHHOW 6€30MaCHOCTH Ha MPEINPUATHSX.

1.2. 3agaum u3ydeHus TUCHHINIHHBI
3amaun TUCHUIUIMHB (HOPMYIHUPYIOTCSA B COOTBETCTBUU ¢ TpeboBanusmu PI'OC, npeasb-
ABIISIEMbIE K KOMIIETEHLUSM oOyuwaromerocsi. B pesynabrare ocBoeHust aucuuminasl KM3U
(bopMUPYIOTCS ONPEIEICHHBIN HA00p KOMIETEHIIUH 00y4at0IIerocs:
1) YHuBepca/ibHble KOMIETEHIIMH BHIMYCKHUKOB H HHIHKATOPbI MX IOCTHKEHHS

Kon | ®opmupyemas Coaepsxanue 3Tana popMUpPOBaAHUS ®opma KOH-
KOMIICTCHIIUA KOMIICTCHIIMHU TPOJIsA

3uarh: npuHUUNB cO6opa, orOopa U | YCTHBIH Oompoc
00001eHNsT HHPOPMAIIMH, METOJUKHU CH-
CTEMHOTO TIOJXOJa JJIsI PEIIeHUs Tpo-
(heCcCHOHATBHBIX 3a/1a4.

Crniocoben ocy-
IIECTBIIATh TTOUCK,
KpUTHYECKHI aHa-
U3 U CHUHTE3 WH-
VYK-1 | popmanuu, mpume-
HITh  CUCTEMHBIN

MOAXOA IJIsi pelle- =
HUsSL MOCTaBIeHHEx | BYIad€eeT: HaBbIKaMH Hay4YHOI'o MOMCKa u | YCTHBIM OIPOC

3a7a4 MIPaKTUYECKON paboThl ¢ MHPOPMAIIMOH-
HbIMM MCTOYHMKAMH; METOJAMU NPUHS-
THsI peLICHUHN

YMerb: mpuHIUNBL c6opa, oT6opa u | YCTHBIH Ompoc
000011eHNs nH(OPMALIUY, METOAUKH CH-
CTEMHOTO TOAXO/a JUIS PEUICHUs Tpo-
(heCcCHOHATBHBIX 3a/1a4.

2) Oﬁmenpo@eccnonaﬂbﬂble KOMIIETCHIUU BBINMYCKHUKOB U UHAHKATOPbLI UX NOCTHIKE-
HHUHA



Kon | ®opmupyemas Coaeprxanue 3Trana (pOpMUPOBAHUS dopma KOH-
KOMIIETE€HITHA KOMIIETEHITHH TPOJIft
CrnocobeH  mpuMe- | 3HATh: OCHOBBI MaTeMaTUKH, (GU3HKH, YCTHBII O1IpOC

HATH €CTCCTBCHHOHA-
YYHBIC U O6I_I_[CI/IH)KC—
HCPHBIC 3HAaHHA, MC-

MHUPOBAHMA.

BBEIUHMCIINTEILHON TEXHUKH H mporpam-

YMeert: pemath CTaHgapTHBIE Tpodec-

Dcce

TOABI ~ MaT€MAaTU4C- | cHOHAJIBHBIE 3aa4U C IPUMEHEHUEM
OIIK- | ckoro aHammsa U Mo- €CTECTBEHHOHAYYHBIX M OOIIEHHKECHEP-
1 JCJMPOBAHUSA, TCOPEC- | HBIX 3HAHU, METOJIOB MATEMATHYECKOIO
TUYCCKOTO N 3KCIC- | aHanu3a U MOJEIUPOBAHUSL.
PUMCHTAJIBHOTO  MC- | ByiageTh: HABBIKAMH TEOPETUUYECKOTO U | YCTHBIN ONPOC
CICNOBAHKUA B IIPO- | sxcIepUMEHTANIBHOTO UCCIIEIOBAHUS
(heccroHANBHOM 1€5- | 0GBEKTOB IPOECCHOHANBHON AEATEIb-
TEJILHOCTH HOCTH.
3HaTh: - OCHOBBI TEOPUU CUCTEM U CHU- YCTHBIH O1poc
CTEMHOTO aHaJIu3a, AUCKPETHOM MaTe-
MAaTHUKH, TEOPUU BEPOSITHOCTEH U MaTe-
MaTUYECKOU CTaTUCTUKH, METOJIOB OII-
TUMH3AIIMN U UCCIICOBAHMS ONEepaInid,
HEUYETKUX BBIYMCIICHU, MaTeMaTH4e-
CnocobeH  aHanu3H- | CKOTO U UMHUTAIIMOHHOTO MOJECIMPOBA-
poBath U pa3padarel- | HHUI.
BaTb OpPraHU3AlMOH- | YMmeeT: - IPUMEHATh METOABI TEOPUH K/pabora
HO- TCXHHYCCKME H | CHCTEM M CUCTEMHOI'O aHAJIM3a, MaTeMa-
OIIK- | skoHOMHYECKHE TUYECKOTI0, CTATUCTUYECKOIO U UMHUTA-
6 NpOoNECChl C MPUME- | [TUOHHOTO MOJCIUPOBAHUSA JIJISI aBTOMA-
HEHUEM METONIOB CH- | TH3alMM 33/a4 NPUHIATUS PELICHU,
CTCMHOTO aHAaIM3a U | aHanu3a WH(POPMAIMOHHBIX MTOTOKOB,
MaTeMaTH4eCKoro pacueTa SKOHOMHUYECKOH APPEKTUBHO-
MOJCITMPOBAaHHA CTH U HaJI)KHOCTH UH(DOPMALIMOHHBIX
CHUCTEM M TEXHOJIOTUH.
Baaners: - HaBbIKaMU IPOBEJICHUS UH- | YCTHBINA OIPOC
KEHEPHBIX PACUETOB OCHOBHBIX TTOKa3a-
TeJed pe3yJIbTATUBHOCTH CO3/1aHUSI U
MpUMeHEHUs HHPOPMAIMOHHBIX CHUCTEM
Y TEXHOJIOTHA.
3) MpodeccHoHabHbIE KOMIIETEHIIHH: POEKTHAS IeATEIbHOCTbD:
Kon | ®opmupyemas Coaeprxanue 3Tana (p)OpMUPOBAHUS dopma KOH-
KOMIIeTEeHIHA KOMIIeTEHIITUH TPOJIst
3HaTh: - CIOCOOBI OpraHU3aIuK PO3HUY- acce
HOI Toprosiu B UHTEepHET; MoAenu opra-
HU3alUH 3aKyNnok yepe3 MHTepHeT; oc-
Clioco6HOCTE Mo~ | HOBHPIE TPYIIIBI YCIYT, OKa3bIBAEMBIX Ye-
pe3 aTepHeT 1 0COOEHHOCTH X OKa3a-
JeNUpOBaTh  MPHU-
I1K-5 HUS; CIIOCOOBI OIJIaThl TOBAPOB U YCIIYT B

KnajHbie  (Ou3HEC)
HPOLIECCHl M TIPe-
METHYIO 00J1aCTh.

3IIEKTPOHHON KOMMEPIIUHU; METO/I0JIOTH-
YeCcKHe OCHOBBI TUIAHUPOBAHUS OM3HECA;
OCHOBHBIE METO/Ibl U TEXHOJIOTHIO OM3-
HeC-TJITAHUPOBAHUS; MECTO U POJIb OU3-
Hec-TUIaHa NP YIPaBICHUN KOMITAHUSIMH;
METOINYECKHE OCOOCHHOCTH COCTAaBICHHS
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pa3INYHbIX THIOB OM3HEC-TNIAHOB UC-
M0JIb3YEMBIX IPU yIPaBICHUH OU3HECOM;
OCHOBHBIE KJIACCHI CUCTEM 3JIEKTPOHHOM
KOMMEPILMH; CIOCOOBI OpraHU3aluu po3-
HUYHOW TOProBiiu B IHTEpHET; OCHOBHBIE
METO/BI CTUMYJIMPOBaHHUs Npoaax B MH-
TEpHEeT-Mara3uHe; MoJeNIu OpraHu3aluu
3aKymnok yepe3 MHTepHET; OCHOBHbIE
IPYMIIbI YCIIYT, OKa3bIBaeMbIX yepe3 MH-
TEpPHET U OCOOCHHOCTH UX OKa3aHUs; CIO-
cOOBI OIJIaThl TOBAPOB U YCIYT B AJIEK-
TPOHHOU KoMMepuuH; Poccuiickoe, Ta-
JUKMKCKOE M MEXAYHapOAHOE 3aKOHO/1a-
TEJILCTBO B 00JIACTHU 2JIEKTPOHHOM KOM-
MEPLIMH.

YMeTb:- HUCHOJIB30BaTh HAaBBIKU MEHe-
JUKepa B TIPOLIECCE YNPABICHUS IMPOEKT-
HON rpymmnoi ¢ wucnosb3oBanueM WKT;
UCIIOJB30BaTh  METOJBl COBPEMEHHOIO
Ou3HeC-INIaHUPOBaHUsl Kak 0a30BOMl Tex-
HOJIOTMM yTpaBJIeHUs] OM3HECOM; COCTaB-
JATh pa3inyHble pa3zesibl Ou3HeC-TIIaHOB;
IIPOBOANTH AHAINU3 JEATEIBHOCTH IPE-
IOPUSTUS U BBISBJISATH YYaCTKU MPOU3BOJI-
CTBa, HY)XJAIOLIUECS B PEUH)KMHUPHUHIE;
OCYUIECTBIISATH COOp U MOJATOTOBKY aHAJIU-
TUYECKUX JAHHBIX JUI1 OLIEHKH 3(pdek-
TUBHOCTH pekjiambl B MIHTEepHeT; u3y4arhb
U aHIN3UPOBATh METOJBI IPENOCTABIIE-
HUSl pa3inyHbIX yciyr B HHTepHer; co-
3/1aBaTh BEO-CTpaHMIIBI U CaUTBI, B TOM
YHCJIe C aKTUBHBIM COJIEP)KUMBIM, CO37a-
BaTh IpaMuecKuil MaTepual JUIsl HaroJl-
HEHUS CTpaHUI], FTOTOBUTh TEKCTOBBII Ma-
Tepuaja i1 pa3MEUICHHs Ha CTpaHMIIE,
HACTpauBaTh MPOTpaMMHOE oOecredeHue
Be0-CEPBEPOB.

YCTHBIA OIIPOC

BianeTsb: - METOIMKOM COCTABICHUS
yIpaBIeHYECKOTo OM3HEC-TINIaHa; UH-
CTPYMEHTaMH CO3JIaHUs OU3HEC-MOJIeTCH
¥ MOJICITMPOBAHMS HOBBIX OM3HEC-
MIPOIECCOB; CPEACTBAMH TSl pa3paboOTKU
BEO-TIPHIIOKEHUI

Kk/pabota
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2.MECTO JMCIIUMIIVIMHBI B CTPYKTYPE OOII

Kypc naer 6a30Byt0 OCHOBY Uil TOHMMAaHMs, aHAJIM3a U OLIEHKH OCHOBHBIX MpPOOIEM,

cBs3aHHBIX ¢ oOecneueHrneM KM3U npennpustust u 3amuTol HHGOPMAIIHH, a TaKXe pa3padoT-
KO, BHEIpEHHEM U CONPOBOXKIEHUEM CPEJICTB UH(OPMAIIMOHHOH 3aIlUTHI.

Kypc noarorasnuBaet BbIIyCKHHKA K pabOTe B COBPEMEHHOM KOMITAaHWH, BHEAPSIOIIEH,

UCTIONB3YIONIeH Win pa3zpabaThIBalollell MporpaMMHbBIE CpelICcTBa Al obecnieyeHus: nHpopma-

1HOHHO# Ge3omacHocTr. OHa ABISETCS TUCHUIUIMHON 110 BBIOOPY CTYICHTa OOIIEHAYyYHOTO




LIMKJIa, u3yyaetca B 7 cemectpe. Jlornuecku U cofep:karenbHO-METOJUUECKH B3aUMOCBsI3aHa €
mucuutuinHamu OOIl, ykazanHbix B Tabm. 1:

Tabnuna 1.
MecTo IMCIUILIN-
Ne Ha3Banue TUCUMILNIHHBI CeMmecTp | HBI B CTPYKTYpe
oon

1. | Maremaruka 1-2 b1.B.5
2. | JluckpeTHas MaTemMaTHKa 1 b1.b.6
3. | Teopusi anropuTMoB 2 b1.B.OA.10
4. | Teopusi BepOATHOCTH U MaTeEMaTHUECKas CTaTHCTHUKA 2 b1.b.9
5. | OnepanoHHbBIE CUCTEMBI 2 b1.b.13
6. | MudopmaTrka u nporpaMMHUpOBaHHUE 1-3 b1.b.8
7. | [TpakTHKyM IO MPOrpaMMHUPOBAHUIO 2-4 b1.B.OJ1.9
8. | ba3sl JaHHBIX 3-4 b1.5.18
9. | BeluncauTenbHble CUCTEMBI CETH M TEJICKOMMYHHUKALIUU 3-4 b1.b.12
10. | Pa3paboTka mporpaMMHBIX TpuiiokeHuit/ CUCTeMHOE U

4 b1.B./IB.9

IPUKJIAIHOE IPOrpaMMHOE obecrieueHune
11. | [IporpaMMHasi HH)KEHEpUS 4-5 b1.b.14
12. | MnTennexkTyanbHble MHPOPMALIMOHHBIE CUCTEMBI &) b1.B.O/.14
13. HpOFpaMMI/Ip(?BaHI/Ie B cpenie (_3++/ [IporpammupoBanue 7 B1.B.JIB.2
B cpene QBasic /Pascal/Delphi

14. | UnTepHeT-nporpaMmMupoBanue/ Java-TeXHOJIOTHH 7 b1.B./IB.4
15. | IlpoektupoBanue UT cTpyKTypbl IpeaNpUSITHSI 7 b1.B.O/1.13
16. | YopaBneHue nporpaMMHBIMU IPOSKTAMU 7-8 b1.B.OJI.12
17.| MadopmanmonHoe 6€301acHOCTH 7 b1.5.19

[Tpy ocBOCHMU MAaHHOUW JUCIHHUIUIMHBI HEOOXOIUMBI YMEHUS UM TOTOBHOCTH («BXOJHBICH
3HaHMs) 00YYArOIIETrocs 1Mo JUCIUIIINHAM 1-5, ykazanHbix B Tabnuue 1. ducrumiuae 6 U 7 oT1-
HOCSITCSL K TPYIINE «BXOJAHBIX)» 3HAHUM, BMECTE C TEM OIpE/IeNICHHAs UX YacTh U3ydaeTcs mnapai-
JIEIBHO C JAHHOM TUCIMIUIMHON («BXOHBIC-TTApAIICIbHBIC) 3HAHUA).

Juctummuaet 11-12 B3anMOCBs3aHbI C TaHHOW TUCITUTUIMHON, OHU M3YYarOTCs Mapa-
JIEJIBHO.

TeopeTnueckUMU AUCHUIUIMHAMM U MIPAKTUKAMHU, ISl KOTOPBIX OCBOCHUE TAHHOU JTUC-
IUTTMHB HEOOXOMMO KakK MpeIiecTByoIlee spistores: 1 3-16.

3. CTPYKTYPA U COAEPKAHUE IMCHIUTIVIMHBI

O0bemM IMCHUIUVIMHBI COCTABISET 3 3a4ETHBIX €IUHMI], Bcero 108 dacoB, U3 KOTOPHIX:
nekuuu 16 yacos, mpaktuueckue 3aHatus 16 gacos, KCP — 8 "acoB, Bcero 4acoB ayIuTOpHOM
Harpy3k# - 40 4acoB, B TOM 4YWClIe B WHTepaKkTUBHON ¢opme 32 yaca (16 .- mekuuu, 16 4. -
MIPAKTUYECKHE 3aHITHSI), CAMOCTOsITeNIbHAs paboTa — 68 uacos.

Dk3ameH — /-l cemecTp

Buabl yuedHoii pado-
Thl, BKJII0YAsI CAMOCTO-
Ne Paspnen
/i IO RAp— SITeJIbHYI0 padoTy cty- | Jluteparypa
JE€HTOB U TPYA0eM-
KOCTb (B 4acax)
Jlek. |TIp. |J1a6. |KCP
7 cemecT
1. | Tema 1. Buapl kpunrorpaduuecKux npe- 2
o0pa3zoBanunii uHGopManum. 1,357
OCHOBHBIC TIOHSITHS M OTIPEJICIICHUS] KPHUIITO-
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rpaduu. [IpuHIUIBl KpUnTorpaduvIecKon
3ammThl nHpopManmu. Mcropust

pa3Butus kpuntorpaduu. [udpyromue
Kpunrorpadguyeckue mpeoOpa3oBaHUsL.
OpnnocropoHHHE (GYHKIUU. XOHI - QyHK-
UK. DJEKTPOHHas UU(POBas MOAIHNCH.
['enepaTopsl ICEBAOCTYYAHBIX MTOCIEI0BA-
tenbHOcTel. [LIudpsr nepecTaHoBKH.
[Iudpsr 3amensl (moactaHoBkH). Ludps
raMMupoBanusi. KoMmo3uimonHsie 6J109HbIE
mUQpbI ¥ IPUHIMIBI UX TocTpoeHus. Kpun-
TOAHAJIN3 U BUBI KPUNITOAHATUTHYECKUX
aTax.

IIpakTHyeckas padora

BeinonHenue ¥ NOAroTOBKa K 3aliuTe pado-
THI 1

['pynnoBble KOHCYJbTALUU 110 TeMe 1

Tema 2. AuaropurMbl CHMMETPHYHOIO
mu@ppoBanusa. OCHOBHBIE NOHATHUS, OTHO-
cialMecss K alroputMaM CHMMETPUYHOTO
mudpoBanus: K04 mudposanus, plaintext,
ciphertext. OmpeneneHne CTOMKOCTH aJro-
pUTMa, THUIBI ONEpalMi, HCIOJIb3yEMBbIE B
JIrOpUTMaxX CUMMETPUYHOIO IHU(POBaHMUS.
Cerp @eiimrens. OCHOBHbBIE TOHATHS
KpUIITOAHAIN3a, JIMHEHHBIH U nuddepenu-
anbHBIA KkpunToaHanu3. Cxema mudpoBaHus
anmroputMa DES. Pexxumpl ucnosib3oBaHuUs
DES. Kpunrocroiikocts anropurma DES.
VBenuuenue kpunrocroiikoctu DES
IIpakTyeckas padora

BrimonHeHue 1 moAroToBKa K 3amure pado-
ThI 1-2

['pynnoBble KOHCYJIbTALKU 1O TeMe 1

1,5,

Tema 3. Crangapr Kpunrorpagpuieckou
3ammTbl 21  Beka(AES). AJTOpUTMBI
Rijndael 1 RC6. MaremaTnueckue moHATHS,
Jexammpe B OCHOBe anroputMa Rijndael.
Crpykrypa mmdpa. Onucanue AES. Anro-
puT™M 00paboTku kimouda. BapuanTel anro-
putMma. KpuntoctoiikocTs.

IIpakTHyeckas padora

BrimonHeHnue 1 moAroToBKa K 3aliuTe pabo-
ToI 3-5

IIpakTH4yeckKoe 3aHATHE

2,6

Tema 4. Xom-¢pyHKkuuu U ayreHTH(PUKA-
uMs coodumenuii. OCHOBHBIEC MOHATHUS, OT-
HOCSAIIMECS K OOECIIEYCHHIO IEIOCTHOCTH
cooOmenuit ¢ momompo MAC u x3m-
(GYHKIWH; TpencTaBlIeHbl TPOCTBIE XOII-
¢byHKIMU U cuiabHas Xdu-¢pyHkuus MDS.
Cunbabie xomr-¢pyakmmu SHA-1, SHA-2 u

1,3,7
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I'OCT 3411. OcHoBHBIC MOHATHS, OTHOCS-
Iyecss K 00SCIEUCHUIO LEIOCTHOCTH CO00-
meHud U BeruuciaeHnio MAC ¢ ITOMOIIBIO
QIITOPUTMOB CUMMETPUYHOTO IH(poBaHUS,
xaur-pyHkiuii u anroputma HMAC.
IIpakTnyeckas padora

BrinonHenue u moAroToBKa K 3ammure pado-
TBI 6-7

Tema 5. IludppoBasa nmoanuchb. OcHOBHbIE | 2
TpeOoBaHus K LU(QPOBBIM MOJMUCAM, MPS-
Mas W apOuTpaxHas LM(poBas MOIMUCH,
cranaaptsl mudposoit noanucu 'OCT 3410
u DSS.

IIpakTHyeckas padora

BrinonHenue 1 NoAroTOBKa K 3aluTe pado-
THI 8

['pymnmnoBble KOHCYJIbTALUU 110 TeMaM 4-5

2,4,8

Tema 6. Kpunrorpagusi ¢ ucnojn3oBa- | 4
HHEM JJUIMNTHYECKUX KPHUBBIX. Marema-
TUYECKUE TOHSTHS, CBA3aHHBIE C DIUIMIITHU-
YECKUMU KPUBBIMH, B YaCTHOCTH 3ajJa4ya
JUCKPETHOTO JIOTapu(pMUPOBAHUS Ha DJUIUII-
TUYECKOM KpHUBOH. AHamor ajropurma
Hudbdu - XeIMaHa Ha SJUTMITHYECKUX
KPUBBIX, aJropuT™Ma mudpoBaHUsS C OTKPHI-
THIM KJIIOYOM TIOJy4yaTess Ha JIUTUNTHYE-
CKHUX KPHBBIX.

IIpakTnyeckas padora

BrlinonHeHue ¥ MOATOTOBKA K 3ammTe pabdo-
ThI 9

['pynmoBbie KOHCYJIBTALMY IO TEMaM 5

1,3,5

Hroro no cemectpy | 16

16 8

4. YYEBHO-METOJIUYECKOE OBECIIEYEHUE CAMOCTOSITEJIBHOM PABOTBI OBY-

YAIOIINXCA

4.1. llnan-rpauK BHIMOJTHEHUSI CAMOCTOATEIbHOM padoThl mo pucuumianae KM3U  (Bo-

NMPOCHI MPUBeIeHbI B NPUJI0KeHnH 1)

Ne | Oobem Tema camocTosiTe/IbHOM PadoOTHI ®opma 1 BU] ®dopma KOH-
n/ | CPC B pe3yabTaToB TPOJIst
n y, CaMOCTOATE b~
HOM padoThI
1 7 Oourre Bonpockl HH(GOPMAIIMOHHOH 0e3- Koncmexkr, pede- | Ompoc
onacHocTH. OCHOBHBIE OHATHUS U ONpesie- | paT
nenus. 3akoHoatesnbetBo PO u PT B 00-
JacTu MH(GOPMAIIMOHHON 6€30MaCHOCTH.
2 7 Pa3paboTka anropurMa u makeTa mpo- [Ipesenrarus, Ompoc
rpamMmbl UG POBaHUS U paciupoBaHus | mporpaMma
mudpa 3aMeHBL.
3 7 Pazpa0otka anroputma u nakera npo- [Tpe3enTanus, Beictynnenue
rpamMMbl UG POBaHUs U paciiu(poBaHus | JOKIa
mudpa nepecTaHOBKH.




4 7 PazpaGorka amropurmMa u mnakera mpo- | IIpesenTtanus, BeicTynnenue
rpamMmbl mHdpoBaHus U pacmm(poBaHus | IporpaMMa
CUCTEMBI C OTKPBITBIM KJIFOUOM.

5 7 Pa3zpaboTka anroput™a u makera mpo- KoHcrexT, Ompoc
rpaMMBI JUISl SJIEMEHTOB TEOPUH YUCEIL. porpaMma
6 7 Pa3pabotka anroputmMa u makera Tmpo- | KoHcmekr, Ompoc

rpammbl mMdpoBaHus U pacmm@poBaHus | mporpaMma
mudpa metona DES

7 6 Pazpaborka amroputmMa u makera mpo- | [Ipesenranms, Omnpoc
rpaMMbl IH(POBAHKUSA W PacIIU(POBAaHUS | IPOrpaMma
metoga AES

8 4 Pa3paboTka amropmtma u makera mpo- | [IpesenTanus, Beictyruienue
rpammbl mmdpoBaHus U pacmmdpoBaHus | mporpaMma
anasora aaroputma Juddu -  Xemimana
Ha JUTMOTHYECKUX KPHUBBIX.

9 4 PazpaGorka amropurmMa u mnakera mpo- | IIpesenranus, Omnpoc

rpaMMbl mHQpoBaHUsS U paciiupoBaHUs | IporpaMmma
MeTona dib-l'aMansg Ha JIUIMITHYECKUX
KPUBBIX.

4.2. XapaxkTepuCTHKA 3aJaHMI 15l CAMOCTOSAITEIbHON PaGoThl M MeTOAUYEeCKHe PeKOMEH AU
110 UX BbINOJHEHHIO

JUis BBITIOIHEHUS 3aJaHMs, MPEXAE BCEro, HEOOXOAMMO O3HAKOMHUTHCS M M3YyYUTh OCHOB-
HBIE TOJIOXKEHUSI TEOPETUYECKHUX MaTepHaiOB COOTBETCTBYIOLIEH TEMbl M3 JIMUTEPATYPHBIX HC-
To4YHUKOB. OHU yKa3aHbl B pazzeine 3 «CoaepkaHue U CTPYKTypa AUCLUIIIIMHBD).

Texymas camocTosiTeIbHAsA padoTa BKIIOYAET CJIEAYIOIINE BUIbI paboT:

- paboTa C JEKIMOHHBIM MaTEpUaIOM, IOUCK U 0030p JUTEPATyphl U SJICKTPOHHBIX HCTOY-
HUKOB HHGOpMaIIUU 10 UHAUBUAYAIBHO 33JJaHHOMY BOIIPOCY;

- U3Y4YEHHE TE€M, BBIHECEHHBIX Ha CAaMOCTOATEIbHYIO IPOPAOOTKY;

- IOJArOTOBKA K NpakTuyeckuM 3ansatusMm u KCP;

- IOATOTOBKA K MPOMEKYTOYHOMY KOHTPOJIIO, 3a4ETY, IK3aMEHY.

TBopueckasi Npo0JIeMHO-OPUEHTHPOBAHHAS CAMOCTOSITe/IbHAA padoTa CTYJEHTOB OpH-
SHTUPOBaHa Ha Pa3BUTHE MHTEIICKTYaJIbHBIX YMEHHUH, KOMILIEKCA OOIIEKYIbTYpHBIX U TIpodec-
CHOHAJIbHBIX KOMIIETCHIIUH, MOBBIMICHUS TBOPYECKOrO MOTEHIMANa CTYJEHTOB M BKIIOYACT B
ceOs1 crieayronme BUabl paboT 1Mo OCHOBHBIM Ipo0jieMaM Kypca:

- MOMCK HAYYHBIX MCTOYHUKOB, aHAIIU3 JEATEIBHOCTH COBPEMEHHBIX MPEANPUATHI U opra-
HU3aLUHI C LEeNbI0 pa3paboTKU UX CTPATErvy pa3BUTHUS;

- pellleHre COOTBETCTBYIOIINUX TECTOB MO U3Y4aeMbIM TEMaM;

- HCCleIoBaTeNbCKasg paboTa U yd9acTHe B HAYYHBIX CTYICHYECKHX KOH(pEpEeHIHUIX, CEeMUHA-
pax u oTUMIIHNAIax.

43. TpedoBaHusl K MPEACTABICHUIO H 0)OPMIIEHHIO
Pe3yJILTATOB CAMOCTOAITE/ILHOI padoThI
J11st 3TOrO CTY/IEHTaM JTaHHOTO HAIpaBJIEHHs KaK OYHOM, Tak M 3a04HON (hopM 0OyueHus: He0OX0-
JIAMO TIOCEIaTh JIEKIMOHHBIE, TIpakTHyeckue (ceMuHapckue) 3ansatis u KCP. BaumarensHo npocimymm-
Basl JIEKIIMH, CAMOCTOSITEIIEHO T'OTOBSCH K OOCY’KJIEHHIO TEM, HEOOXOIMMO aKTHBHO y4acTBOBAaTh B JAUCKYC-
CHSIX Ha 3aHATHUSX U C/IaTh CBOEBPEMEHHO CaMOCTOSATEIbHBIE paboThl. CTy/IeHTaM PEKOMEHIYeTCsl YIeIUTh
0co00e BHIMaHHE BBITOIHEHNIO CaMOCTOSATENIBHOM paboThI B BU/IE PEILICHHs 33/1a4, TECTOB M IIPUMEPOB Ha
NPAKTUYECKUX 3aHATHSAX M 3aIIUTE CBOMX MO3ULIMIA M0 PACCMOTPEHUIO KOHKPETHBIX CUTYallMi MpY cjaue
CaMOCTOSITENbHBIX paboT. Kpome Toro, cTyzieHTaM 3a04HOrO OTAENEHUs] HEOOXOIMMO TP BBIOJIHEHUU
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KOHTPOJIBHOI PabOoTBI 0 CAMOCTOSTENILHO BRIOPAHHON TEME, M3YUHTh MePEeUeHb PEKOMEHIyEeMOM TuTepa-
TYpPbI ¥ Ha IPUMEPE AEATEIILHOCTH COBPEMEHHBIX NIPEANPHUATUI U OpraHn3alvil paCCMOTPETh KOHKPETHYIO
cutyarmio. [Ipr 3TOM OCHOBOI /115 M3yYeHHs UCLUIUTMHBI SIBIISIOTCS M3y4YeHHe HeOOXOAMMON JITepaTy-
Pbl, KOHCIIEKTHI JIEKLMI U pe3ysbTaThl npakThueckux 3aHsatii, KCP. B yacTHOCTH, BBINIOJTHEHHE CaMOCTO-
SATENTBHON PabOTHI CTYICHTOB 3aKITIOYACTCS B PEIICHUH TECTOB, PACCMOTPEHUN KOHKPETHBIX CHTYAIUi 13
MPAKTHYECKON JIEATEBHOCTH COBPEMEHHBIX OpraHM3alid U MPEeAnpUsTUil. BBIIOIHEHHYIO CaMOCTOs-
TEIIHHYIO Pa0OTy CTYACHTHI Ha MpakTHYecKoM 3aHsaTuu U B mporecce KCP OynyT o0Ccyxaath BMecTe ¢
rpymmoi u npenogasatessiM. [Ipaktiueckue 3anstust 1 KCP 10/mkHBI clieioBaTh MOCIE OKOHYaHUS U3Y-
YeHUs! JIEKIIMOHHOTO MaTepuana, e IPOBOIUTICS OIPOC CTYIEHTOB IO COCTABICHHBIM KOHTPOJIBHBIM
BOMpPOCaM TeMbI (IPUBEICHBI HIDKE) C 1IENIbI0 OLEHKH YPOBHSI OCBOGHHBIX TEM IPU W3YYEHMH JAHHOW
JWCLIUIUIHBL.

44. KpuTtepuu OleHKH BHINOJTHEHHUSI CAMOCTOSITEJIbHOM PadoThI

B ocHOBY pa3paOoTki GayuTbHO-PEUTHHIOBOM CHCTEMBI TOJIOKEHBI MPHUHIIAIIBIL, B COOTBETCTBHHU C
KOTOPbIMH (POPMHUPOBAHUE PEMTHHIA CTYEHTa OCYILECTBIISIETCS IIOCTOSHHO B IPOLIECCE €ro 00ydyeHus B
yHuBepcuteTe. Hactosmas cuctemMa OLEHKH yCIEBaeMOCTH CTYJICHTOB OCHOBAaHA HAa MCIHOJb30BAHUU CO-
BOKYITHOCTH KOHTPOJIBHBIX TOYEK, PABHOMEPHO PACIIOIOKEHHBIX HA BCEM BPEMEHHOM MHTEPBAIE U3YUe-
HUS TUCHMIUIMHEL [Ipu 3TOM mpemonaraercst pasziesieHue BCero Kypcea Ha psiji 6osee Wil U MeHee caMo-
CTOSITEJIbHBIX, JIOTUYECKH 3aBEpPIICHHBIX OJOKOB M MOAYJICH M MPOBEJCHUE IO HUM IPOMEXKYTOUHOIO
KOHTPOJISL.

CrynieHTam BBICTABIISIFOTCSI CleytoIIMe Oauibl 3a BbinoaHeHue 3aaanus K [1K:
- OLleHKA «0TIM4HO» (10 6aJ/110B) BBICTABIISETCS CTYACHTY, €Ci pedepar BHIIOIHEH B COOTBETCTBUM C
TpeOOBaHUAMH, 3aTPOHYTHI BCE BOIIPOCHI KACAFOIMECS TEMBI, A TAKKE CTYICHT OTBEYAET YBEPEHHO;
- OIIEHKA «xopomio» (8-9 6a/JI0B) BBICTABIISIETCS CTY/CHTY, €Ci pedepaT BHITOJIHEH B COOTBETCTBUH C
TpeOOBaHUAMH, 3aTPOHYThI BCE BOIIPOCHI KACAFOIIMECS TEMBI, HO CTY/IEHT OTBEYAET HE YBEPEHHO;
- OLIEHKA «YIOBJIETBOPUTEILHO» (6-7 GAJLI0B) BHICTABJIAECTCS CTYCHTY, €CliM  pedepaT BBIIOIHEH B
COOTBETCTBUHU C TPEOOBAHUAMM, HE 3aTPOHYTHI BCE BOIPOCHI KACAIOLIMECS] TEMbl U CTYJIEHT OTBEYaeT HE
YBEPEHHO;
- OLIEHKA «HeY/I0BJIeTBOPUTEILHO» (5 M HUKe) BHICTABILSICTCS CTY/ICHTY, €Clid  pedepaT He BHIIOJHEH B
COOTBETCTBHH C TPeOOBaHUSIMH, HE 3aTPOHYThI BCE BOIPOCHI KAaCAIOIIHECS TEMbI, CTY/ECHT HE MOXKET OTBE-
YaeT BooOI11e, He MPOsIBIIEHA CAMOCTOSATELHOCTD TIPU  BBINOIHEHUH pedepara, pedepaT ckadaH U3 UHTEp-
HeTa.

Texynmit KOHTPOJIb OCYLIECTBIIAETCS B XO/I€ YUEOHOTO Ipoliecca Mo Pe3yIbTaTaM BbITOIHEHHUS] CaMo-
CTOSITEIIbHON PAa0OThI ¥ KOHTPOJILHOM paboThI.

OCHOBHBIMH (hOpMaMH TEKYIIIEr0 KOHTPOJIS 3HAHMH SBIISIOTCS:
- 00CY’K/IEHHE BBIHECEHHBIX B IUIAHAX MPAKTUUECKHUX 3AHSITHI JIEKIIMOHHOTO MaTepHasia M KOHTPOJIBHBIX
BOIIPOCOB;
- pelIeHre TeCTOB U MX 00CYXKIEHHUE C TOUYKU 3peHHsI yMEeHUs c(OpMYIIMPOBATH BBIBO/IbI, BHOCUTH PEKO-
MEH/Ialli1 1 IPUHUMATh aJIeKBaTHbIE YIIPABICHYECKUE PEIICHNS;
- BBIIIOJIHEHHE KOHTPOJILHOM paboTh! M 00CYIEHHUE Pe3yIbTaToB,;
- y4yacTHe B JHMCKYCCHSIX B KadecTBE YYacTHHKA M MOJEpaTopa IPYIMOBOM IUCKYCCHH IO TeMaM
JWCLIMIUINHBL;
- HaIMCAHUE U NIPE3CHTaL I0KIIA/1a;
- HAITMCAHUE CAMOCTOSTEITLHOM (KOHTPOJILHOM) paOOTHI.

J1st KOHTPOJIsI YCBOEGHMS TAHHOM JMCIMIUIMHBI y4eOHBIM TITaHOM TIPEeyCMOTpeH 3k3aMeH. OOmee

Ko4ecTBo OaiioB no mucrmmumae — 100 6amo. Pactipenenenye OamioB Ha TEKYIIHIA M MPOMEXKYTOU-
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HBII KOHTPOJIb OCBOCHUA NTUCHUIIIAHBIL, 4 TAKKE HWTOTOBOM OLCHKHU MPEACTABIICHO HHKC.

Henesmm PK1 Henem PK?2 AIM. UK BCEI'O
1-4 5-8 9-13 14-17 0AJLIbI
Bawisl 9 12 10 12 12 10 5 30 100

5. CIMIACOK YYEBHOM JIMTEPATYPbHI U THOOPMAIIMOHHO-METO/IMYECKOE
OBECIHEYEHUME JUCHUITIJIMHBI

5.1. OcHoBHas JquTEpaTypa

. Kapnamoga, U. b. OcHOBBI Teopun HarmoHAJIbHOU Oe30macHoCTH [ TekcT]: ydeOHuK 1 BY-
30B / W. b. KapnamoBa. — MockBa: M3zgarensctBo HOpaiit, 2019. — 303 c. —
URL.: https://biblio-online.ru/bcode/438881

. baprom, A. A. OcHoBbI MexayHapogHON Oe3onacHocT. Opranuzanuu o0ecrneueHust Mex-
nyHapoaHou 6e3omacHocTu [ Teker]: yuebHoe mocobue i OakagaBpuaTa U crieruaiuTeTa /
A. A. baptom. — Mocksa : U3natenbctBo HOpaiit, 2019. — 247 c. — (Bsicmiee oOpa3oBa-
aue). — ISBN 978-5-534-05426-2. — Tekct : anekrponHsid // OBC HOpaiitr [caiiT]. —
URL.: https://biblio-online.ru/bcode/441405

.Jlocw, A. b. Kpunrorpaduueckue MeTobl 3amuThl HHGOpMAIMU|[ INEKTPOHHBIA pecypc]:
y4eOHUK [Tl akagemuueckoro 6akanaspuata / A. b. Jlocs, A. FO. Hecrepenko, M. U. Pox-
KOB. — 2-¢ wu3d., ucrnp. — MockBa: WsmarensctBo IOpaiit, 2019. — 473 c. —
URL.: https://biblio-online.ru/bcode/431164.

. Hecmepos, C. A. UndopmanmonHas 0e30MacHOCTb[DJIEKTPOHHBIN pecypc]: y4eOHUK u
HPaKTUKYM JUIs cpesiHero npodeccuonansuoro oopazosanusi / C. A. HectepoB. — Mocksa:
WznarensctBo FOpaiit, 2019. — 321 c¢. — URL: https://biblio-online.ru/bcode/442312.

. Hecmepos, C. A. NUudopmanmonHas 0e30MacHOCTb[DIEKTPOHHBIN pecypc]: y4yeOHMK u
NPaKTUKYM JUIs akagemuuyeckoro 6akanaBpuata / C. A. HecrepoB. — MockBa: M3natens-
ctBo FOpaiit, 2019. — 321 ¢.— URL: https://biblio-online.ru/bcode/434171

5.2. JlonosHUTEIbHAS JIUTEPATypPa

. Tpogpumos, B. B. Anroputmu3zanus u nporpaMMupoBaHue [ DNeKTpOHHBIN pecypc]: yueOHUK
ISt akagemuueckoro Oakanaspuara / B. B. Tpodumos, T. A. IlaBnoBckas ; moa penakuuen
B. B. TpodumoBa. — Mocksa: MW3narenscrBo IOpaiit, 2019. — 137 c. —
URL.: https://biblio-online.ru/bcode/423824

. @omuués, B. M. Kpunrorpaduueckre MeTo bl 3amuThl nHGopmanuu B 2 4. Yacte 1. Mare-
MaTHUYECKHE acTIeKThI[ DJIEKTPOHHBIN pecypc]: yueOHHK Ui aKaJeMHYecKoTro OakaitaBpuara
/ B. M. ®omnués, JI. A. MenbaukoB ; moj penakiueii B. M. ®omuuéra. — Mocksa: NU3na-
tenbeTBO FOpaiit, 2019. — 209 ¢.— URL.: https://biblio-online.ru/bcode/433420.

. @omuués, B. M. Kpunrorpadhuueckre MeToap! 3amuTsl nHGopmanuu B 2 4. Yacts 2. Cu-
CTEMHBIC W TPUKIAJHBIE ACTIEKTHI[ DIEKTPOHHBIA pecypc|: YUeOHHK IS aKaJeMHYECKOTO
OakanaBpuata / B. M. ®omuués, /. A. MenbHukoB ; moxa pexaknuen B. M. ®omuuéra. —
Mocksa: U3natenscTBo FOpaiit, 2019. — 245 c.— URL.:

5.3. [lepeyens pecypcoB HH(POPMAIHOHHO-TEJIEKOMMYHHUKAIMOHHOI ceTH

«HHTepHeT»

http://www.iprbookshop.ru
http://www.metod-kopilka.ru/page-2-2-6-10.html
www.algolist.manual.ru

WwWWw.cryptography.ru

www.intuit.ru

www.securitylab.ru

o~ E
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https://biblio-online.ru/bcode/438881
https://biblio-online.ru/bcode/441405
https://biblio-online.ru/bcode/431164
https://biblio-online.ru/bcode/442312
https://biblio-online.ru/bcode/434171
https://biblio-online.ru/bcode/423824
https://biblio-online.ru/bcode/433420
http://www.iprbookshop.ru/
http://www.metod-kopilka.ru/page-2-2-6-10.html
http://www.algolist.manual.ru/
http://www.cryptography.ru/
http://www.intuit.ru/
http://www.securitylab.ru/

7. wWww.5-tv.ru/
8. https://xakep.ru
9. www.pikabu.ru
10. www.cryptocom.ru

5.4. llepevyeHb HH(POPMALMOHHBIX TEXHOJIOTUH M IPOTPAMMHOI0 o0ecredeHunst

Wcnonp3yroTest HIEH3HOHHOE mporpammHoe obecreuenre OC Windows -7 u mpo-
rpaMMHOE obOecriedyeHrne OTKpbIToro jgocryma (Open source), cpeasl nporpammupoBanus (Mi-
crosoft C++/C#, Java u np.)

6. METOAMYECKHUE YKA3AHUS 1O OCBOEHUIO JUCHUIIJIMHBI

Crynentsl, uzyvatomue kypc «Kpunrorpapuueckue MeToabl 3aliuTH UHDOpMaLMNy,
JIOJDKHBI B NEPBYIO 0OpaTUTh BHUMAaHHE Ha OOIIME MOAXOJbl K pealn3alud MH()OpMamoHHON
0€301acCHOCTH COBPEMEHHOTO MPEANPUSITHS. 3JeCh CleayeT o0paTUTh 0c000€ BHUMaHUE Ha TO,
YTO B NEPEXOAHBIN MEepHOA K NOCTPOSHUIO HH(OPMAIIMOHHOTO 00I11ecTBa HHPOPMALIMOHHBIE pe-
CYpPChbl CTAHOBSITCS BOCTPEOYEMbIM IMPOIYKTOM, HMEIOIIUM BBICOKYIO HNOTPEOUTEIHCKYIO LIEH-
HocTh. OTcrofa ciieyeT 0ObeKTUBHAS HEOOXOAUMOCTh PAa3BUTHUSA MEp 3allUThl HH(GOpPMAIUU U
naHHbIX. [{1s1 cBOOOIHOM OpueHTanuyu B MHPOPMAIIMOHHOM IPOCTPAHCTBE COBPEMEHHOT0 00IIIe-
CTBa CHELHUAIUCT JIH0O0ro npouis AOJKEH yMETh IMOJIyyaTh, TPaMOTHO 00pabaThiBaTh U HC-
10JIb30BaTh MH()OPMALIUIO C MOMOIIBIO CPEACTB BHIYMCIUTEIBHON TEXHUKH U TE€JIEKOMMYHHUKA-
UH.

CtTyneHThl TOJIKHBI 3HaTh OOLIME MOAXO0/Abl K MOCTPOCHHUIO 3alllMIIEHHON MH(pOpMaIu-
OHHOM WJIM BBIYMCIIUTEIBHON cUCTEMbl. OCHOBHBIM MOMEHTOM 3TOrO pas3jieiia CIEAYeT CUUTaTh
CHUCTEMHBIN T01X0/1 (POPMUPOBAHUIO MOJENEH yrpo3, 00Immel Moaen HHGOPMAIIMOHHON 3aIlln-
Tbl, MoJienu nonuTuku UMb u ctpyktype nokymeHToB B cepe b coBpeMeHHOT0 MpeanpUsTus.
Jlnist KaKA0ro BUJa yrpo3 HEOOXOJMMO BBICTPAMBATh LIETIOUKY: <BHJ YTPO3bL> - <OIEHKa PUCKa
peanuzauun™> - <OLIEHKa JOCTaTOYHOCTH CPEACTB 3alUTh> - <KOMIICHCALUsl BO3MOKHOTO
yiiep0a>.

CTyneHThl IOJKHBI 3HATh CTaHAAPTHl MH(OpMAIMOHHOM Oe3omacHocTu. Pa3ButHe ce-
MEHCTBa CTaHAAPTOB CIEAYET PacCMaTpUBATh B KOHTEKCTE Pa3BUTHUA MHPOPMALMOHHBIX TEXHO-
norui#t B uenom. [Ipu s3Tom ocoboe BHUMaHuE ciaeayeT oOpaTUTh Ha MOCTPOECHUE CUCTEMbI OICH-
KU PUCKOB, KOTOPAs SIBIISICTCSI OJJHOM U3 OCHOBHBIX COCTABISIONIMX OOIIEH CUCTEMBI 0€301acHO-
CTH. 31ech HE0OXOIUMO JOCTATOYHO MOJAPOOHO paccMaTpuBaTh COAEpPNKAHHE COBPEMEHHBIX
crangaptoB obecnieuenust Ub n mHpOpMaImoHHBIX PHUCKOB.

CryneHThl JOJDKHBI YMETh HCIIOJIb30BATh COBPEMEHHBIE TEXHOJIOTUU U MHCTPYMEHTHI
MHPOPMAIMOHHOM Oe30macHOCTH. BaKHBIM acreKTOM SIBJISIETCSI TO, YTO BCIEACTBUE OBICTPOTO
paszButus VT mOCTOSHHO M3MEHSIOTCSI METOJBI U TEXHOJIOTUU paboThl ¢ MHpOpMaIue, mosB-
JISTFOTCSI CIIOCOOBI IPOHUKHOBEHHSI B MH(OPMAITMOHHBIE CUCTEMBI MPEIPUATHS, a TAKXKe BCE HO-
BbIE U HOBBIE CeMeWCTBa BUPYCOB. BCE 3TO MpUBOAUT K HEOOXOJUMOCTH MOCTOSHHOTO COBEP-
[IICHCTBOBAHUS 3aIIUTHl HH()OPMAITMOHHONW HMH(PACTPYKTYpPhl NPEANPUSTHS U HEOOXOIUMOCTH
MMOCTPOEHHUST KOMIUIEKCHOW HH(pOpMaImMOHHOH 3amuThl [10.

OcHoBa ans u3ydyeHust aucuuIuinHbel «Kpunrorpadguueckne MeTonabl 3aliUTH HMHPOpMa-
UU» - KOHCHEKTHI JIEKUIUH, pe3ybTaThl JIa0OPATOPHBIX 3aHATUN U BBIMOJTHEHHBIE CAMOCTOS-
TeJIbHBIE Pa0OTHI CAMBIMU CTYJCHTAMH.

Ha naGopaTopHbIX 3aHATHSAX C UCIIOJIL30BAHUEM CPEJICTB BBHIYUCIUTENBHON TEXHUKHU CTY-
JICHTHI BBIIOJIHAIOT 3aJaHUs, MIPELyCMOTPEHHBIE ISl MPUOOPETEHUS TOJIb30BATEIbCKUX HaBBbI-
KOB, PELIAOT 33J1a4¥ BBIYUCIUTEIBHOIO XapaKTepa, YCTAHABIMBAKOT U HACTPAUBAIOT MPOIPaMM-
HbIE TPOAYKTHI, pa3padaThIBAIOT aJITOPUTMbI U MPOTPAMMBI JUIsl PEIIEHUS MPUKIAAHBIX 3aj]ad,
BBITIOJHSIOT TUIOBBIE pacueTbl. Bo Bpemsi camocToATenbHON paboThl CTYJEHTa ¢ MpernoaaBare-
JeM 00CyKAaroTcs MPOOIEMHBIE JIEKIUH, PEIIAIOTCS CI0KHBIE aITOPUTMBI.

Bce 310 Mo)keT gaTh MOJOXKUTENbHBIN PE3yJIbTaT, €CIM CTYJEHT aKTUBHO 3aHMMAETCs ca-
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http://www.5-tv.ru/
https://xakep.ru/
http://www.pikabu.ru/
http://www.cryptocom.ru/

MOCTOSITEIbHON PaboToi B cOOTBETCTBUHM ¢ IaHoM-rpadukom m.4.1. Ilpouecc BbIOTHEHUS
CPC c onucanuem 3TanoB perieHus NpUMEPHOIl 3a1a4u ONucaH B 1.4.2

Bmecte ¢ TeM 0ocHOBOI 00yudeHUs SBISAIOTCS ayIUTOpPHBIEC 3aHATHS - JIEKLUH, MpaKTHIe-
CKHE 3aHITHS U JIAOOpAaTOpHBIE Pa0OTHI IO PACCMOTPEHHIO MPOOIIeM MH(DOPMAITMOHHONW TEXHO-
JIOTMM WM PEIICHUI0 KOHKPETHBIX 3ajad 3aiiuThl uHpopMauu. [103ToMy paccMOTpUM KaxIyro
TEMY OTJEJIbHO, YTOOBI YKa3aTh Ha KaKUe MOMEHTBI 0OpaTUTh BHUMAHHUS, YTOOBI JTy4Ille OCBOUTH
MaTepHall TEMBI.

Tema 1. Buasl kpunrorpaduueckux npeodpazopanuii uHpopmanuu. OCHOBHBIE MOHSI-
TUS U ompexaeneHus kpuntorpaduu. IIpuHumnel xkpunrtorpaduyeckoil 3amuTel MHGOPMAIUH.
Uctopus paszsutus kpunrorpaduu. ludpyromue xpunrorpapuyeckue mnpeodpazopanusa. On-
HOCTOpOHHHE (yHKIUHM. X3 - QyHKIUH. OJeKTpoHHas IHdpoBas noanuck. ['eHeparopsl
nceBJocayyaiiHbix nocaenoBarenbHocTell. [Hudpsr nepectanosku. ludpsl 3amens! (moacra-
HoBKH). [In¢psl rammupoBanus. Kommnosunuonusie 6104yHble MUGPBI U MPUHLIUIBI UX TOCTPO-
enus. Kpunroananus u Buibl KpUNTOAHATUTUYECKUX aTaK.

Tema 2. AnropuT™Mbl CHMMETPHYHOT0 KM (ppoBaHus. OCHOBHBIEC IOHATHUS, OTHOCSIIHN-
ecsi K ajlropuTtMaM CHMMETpPUYHOro mmudpoBaHus: Kitou mudposanusd, plaintext, ciphertext.
OnpeneneHne CTOMKOCTH allrOPUTMA, THUIIBI ONEpalil, UCIOIb3yEMbIE B AITOPUTMAX CHUMMET-
puuHoro mudposanus. Cerp @eifmirens. OCHOBHbIE MOHATUS KPUNTOAHAIM3a, JIMHEHHBIA U
muddepennmanbHbii Kpunroananus. Cxema mudposanus anropurma DES. Pexxumsbl ucnomnb3o-
Banus DES. Kpunroctoiikocts anroputma DES. VBenuuenue kpunroctoiikoctu DES

Tema 3. Cranpapt kpuntorpadpuyeckoi 3amutsl 21 Beka(AES). Anroputmsl
Rijndael u RC6. MaTtemaruueckue noHsATHs, jJexauiie B ocHoBe ainropurMa Rijndael. Ctpykry-
pa mu¢pa. Onucanue AES. Anroputm o6pabotku kmroua. Bapuantsl anroputma. Kpunrocroii-
KOCTb.

Tema 4. Xom-GpyHknun 1 ayreHTHQUKANUA coo0meHnii. OCHOBHBIE MOHATHS, OTHO-
csmmecs K 00€CIeueHHUIO TIEIOCTHOCTH coolmieHui ¢ momonibio MAC u xaur-QyHKIuiA; mpe-
CTaBJICHBI NPOCThIE XAMI-QPYHKUMU U cuibHasg Xdu-QpyHkuusa MDS. CunbHble X31-(yHKIMN
SHA-1, SHA-2 u I'OCT 3411. OcHOBHBIE MOHATHUS, OTHOCSIIHECS K 00CCIICUEHHIO LIEIOCTHOCTH
cooOuieHnit 1 BbraucieHuto MAC ¢ NOMOIIBIO JITOPUTMOB CHUMMETPUYHOIO IIU(PPOBaHMA,
xauI-pyHkwmii u anroputma HMAC.

Tema 5. Hudponasi noanuck. OCHOBHBIE TpeOOBaHUS K ITUGPOBBIM MOAMHCIM, MPsMast
u apouTtpaxkHas unpposas HoAmuck, cranaaptel nudposoit moamucu OCT 3410 u DSS.

Tema 6. Kpunrorpadgusi ¢ HCnoJb30BaHUEM LJIMNTHYECKUX KPUBbIX. MaremaTuue-
CKUE TOHATHUS, CBSI3aHHBIE C JUIMIITUYECKUMU KPUBBIMH, B YACTHOCTH 3a/1a4a JUCKPETHOIO JIO-
rapu(MUPOBaHUS HA IILTUNITHICCKON KpuBOi. AHasor anroput™ma Juddu - Xemnmmana Ha 3i1-
JUNTAYECKUX KPUBBIX, AITOPUTMA ITU(PPOBAHUS C OTKPHITHIM KITFOUOM ITOJy4aTelIsi Ha AITHIITH-
YECKUX KPUBBIX.

HeobxonuMo nmoakpenuTh Bce TEOPETUUECKHE MaTepUallbl PELIEHUEM KOHKPETHBIX 3ajad
KaK BO BpeMsl IPAaKTUYECKUX 3aHATUH 1 Ja00paTOpHBIX padoT, TaK U B MPOLECCE CAMOCTOSTENb-
HOH MOJTOTOBKH.

7. OHEHOYHBIE CPEJICTBA JJISA TEKYIIEI'O KOHTPOJISA YCIIEBAEMOCTMU,
MNPOMEXYTOUYHOM ATTECTAIIMU IO U'TOT'AM OCBOEHMS JUCIUTLIMHBI
U YYEBHO-METOJUYECKOE OBECIIEYEHUE CAMOCTOSITEJIBHOM PABOTBI
CTYJAEHTOB

ITpomexxyTouHas aTTECTallUK OCYIIECTBISIETCA: Ui 3a4eTa — KOHTPOJIbHAs paboTa U
orpoc. JK3aMeH IPOBOIUTCS B OPME TECTUPOBAHMSL.

Texymmii KOHTPOIIb CTYJIEHTOB OCYIIECTBIIIETCS MTyTEM 3alIUTHI JIAOOPATOPHBIX PadoOT,
BBITIOJTHEHU S 33/1aHUS, 00CYKIEHUS TEOPETUYECKUX BOIIPOCOB

KonTponupyromue MaTepuansl Mo TUCHUIUIMHE COJIEPIKaT:

KonTponbHble BOmpochl M 3aJaHus Uil TEKYIIEro KOHTPOJS 3HAHMW MO JAMCUUIUIMHE
(ITpunoxenue 1);

TecroBble 3ajaHus ISl IPOMEKYTOUHOTO KOHTpOJIA 3HaHUH 1o aucuumuinHe (IIpunosxe-
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Hue 2);

8. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIUITTIMHBI

Jns peanmmzanuu nmuctmroinHabl pu kKadeape mHpopmatkn u UC PTCY umerorcs 5
KOMIBIOTEPHBIX KJIACCOB, 2 U3 KOTOPBIX OOECIEUYEHHBI AJIEKTPOHHBIMH J0CKaMH. B Tpex kom-
MBIOTEPHBIX KJIacCax peajqn30BaHbl 00IauHble TEXHOJIOTMH Ha Oa3e OJeii1-cepBEpHOIl CUCTEMBI.

9. KoHTpoJibHBIE BONIPOCHI K IK3aMeHY Mo AucuuiinHe « Kpunrorpapuyeckne MeToabl

3alMTH MH(POPpMALTUW».

1. OcHOoBHBIE IOHATHUS U OIIpeAeIeHUS HHPOPMAIIMOHHOM 0€3011aCHOCTH: aTaKu, YS3BUMOCTH,
HOJIMTHKA OE30MaCHOCTH, MEXaHU3MBbI U cepBHUCHI OezomacHocTu. Kiaccugukamus atax.
Mopnenu cereBoit 6e30macHOCTH U 6€30M1aCHOCTH HH(OPMALIMOHHON CUCTEMBI.

2. Knaccuueckast 3ajaua kpunrorpaduu. Yrpo3sl O CTOPOHBI 370yMBIIIIJICHHUKA U Y4aCTHH-
KOB TIporiecca nH(HOPMAIIMOHHOTO B3aUMOJICHCTBUSI.

3. [lu¢ps! 3amMeHbl U epecTaHOBKU. MOHO- U MHoroajgaBuTHele nozactaHoBku Lndps
Lle3aps, Bimkenepa, Bepuama. Metoas! nemmdppoBaHus.

4. Knaccudukanuus MmetonoB aemmdposanus. Mozenb npeanoaaraeMoro npotuBHuka. [Ipa-
Buiia Kepkxodda.

5. CosepuieHHasi cekpeTHocTh 1o [llenHony. [IpuMepsl COBEPIICHHO CEKPETHBIX CUCTEM.
[udp Bepuama. [lonstue 06 ynpapieHNUH KIIOUYaMU.

6. biouHble KpUNTOCHCTEMBI C CeKpeTHbIM KiitouoM. AnroputMm DES. Onucanune DES. Oc-

HOBHBIE ATaITbl aJITOPUTMA.

. Cxema anroputma DES. Paynn anroputma. IIpeoOpa3oBanue kitoya.

8. Anroputm DES. IToncranoBka ¢ momoripto S-61mokoB. Pacimmdposanue B DES.

9. Cranpmapt kpunrorpaduueckoii 3ammtel 21 Beka(AES). Anropurmsl Rijndael u RC6. Ma-
TEMaTUYeCKHUE MOHATHS, JiexaIre B ocHoBe anroputMma Rijndael. Ctpykrypa mudpa.

10. Anroputm RSA. Matematnueckas Mojienb anropurma. CTOHKOCTb aJlrOpUTMa.

11. Kpunrocucrema Dnp-I"amans.

12. OgHonanpaBiieHHbBIE (OTHOCTOPOHHUE) PYHKIIUU C CEKPETOM U X IPUMEHEHHE.

13. OcHoBbl kpunToananusa. O630p BO3MOXHBIX BApHAHTOB KPUNTOAHAIM3a. METOI BCKPHI-
TUSl «BCTpeda nocepeauHe». Bekpeitue co cinoBapeM. BekpoiTie cuctemsl Buxkunepa, nc-
none3ytoineit mpocroit XOR. Merox GeckmoueBoro uteHuss RSA. Araka Ha moamuck RSA
110 BEIOpaHHOMY IIU(POTEKCTY. BekphiTHE X31I-(QYHKIUI ¢ HCIOIb30BAHUEM MApa0KCa
JTHS POXK/ICHUSI.

14. KpunrocucremMsl Ha 3JUIMITHYECKUX KPUBBIX.

~

[Ipunoxenue 1

KOHTPOJIBHBIE 3AJJAHUS K BOITPOCHI
JUISI TEKYIIETO KOHTPOJISI 3HAHMIA
MO TUCLUTIJINHE
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(IJIS1 TEKYIIEN ATTECTALIMA Y KOHTPOJISI CAMOCTOSITEJILHOI PABOTEI)

Bonpocsl
Onpenenenue 6e3onacHOCTH. OOBEKTHI, U3ydaeMble HHPOPMALIMOHHOM 6€30MacHOCTH.
Wudopmanus. Enuaniel namMepenns nHGpopmanu. Buast nuapopmanum
CrniocoOblI IpeIcTaBIeHHE U 3aIIUThl UHPOPMALIUH.
ArnmnaparHas apXUTEKTypa KOMIIbI0TepoB. OCHOBHBIE YCTPOWCTBA U UX HA3HAUCHHUE.
VYTpo3bl HHQOpMaIUH.
Metox Auddu- Xemmmana.
MaremaTHuecKkue METO/Ibl 3aIlUThl HHPOPMALIUH.
3amuTa HHPOPMALMH OT CIIy4YalHbIX yTpo3.
[TpencraBnenue nndopmanuu Ha SBM.
ITonsiTHE O cHCTEMAaX CUMCIIEHUS.
ATpuOyTUBHBIE CTIOCOOBI HIeHTH(DUKALKU. BB MIaCTUKOBBIX KapT.
Knaccudukanus uncern.
Meton Diinepa. Teopema @epma (manas)
[IpaBoBas 3ammTa HHPOPMALIUH.
XapaKTepUCTUKU 3AIIUTHBIX JecTBUN HH(OpMAIUH.
[IporpaMMHBbIe cpeacTBa 3allUThl HHOOPMALIUH.
3anuTHbIe ACHCTBUS 110 MacUITaly.
KomnbrorepHbsie BUPYCHI: Kilaccu(UKaius.
VYipasieHue A0CTyIIOM.
KomnrorepHbsie BUPYCHI: Kilaccu(UKaims.
. IIudpoBanue u aemudpoanue HHGoOpMaruii.
. Kpunrorpapuueckue MeToabl 3aiMTH HH(GOPMALIMK, €€ COCTABIIAIOIINE U KIacCU(DUKAIIH.
. OCHOBHbIE BUIbI 3AIIMIIIAEMOM HHPOPMALIUY.
[Tpo6Giembl HHPOPMAIIMOHHOM 0€301aCHOCTH B MUPOBOM COOOIIECTBE.
. MeTtozp! 3amuThl HTHGOpPMALKH. 3alUTa HHPOPMALIUU B JIOKAJIbHBIX KOMIBIOTEPHBIX CETSX.
[udposanue u aemndponanue nupopmanuit Ha IK;
. MexyHapoaHble U OT€YEeCTBEHHbIE CTaHIAPThl 0€30MaCHOCTH UH(OPMALIHH.

CoNoA~AWNE
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